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Development of automatic analysis of hardnes assumptions for cryptosystems
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The security of many cryptosystems relies on the hardness assumption of certain
computational problems, such as Diffie-Hellman problem and the factoring. The goal of this project is the
development of an automatic analysis method that determines whether an attack exists or not and further
derives all the possible attacks. We proposed a method focuses on a wide class of the problems on the
existing hardness assumptions, and uses a computer algebra system. We further extend our method to
analyze the security of cryptosystenms.
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