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Development of Malware Detection/Classification System Introducing Incremental
Learning and Active Learning
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DDoS

In order to protect network uses from malicious spam mail attacks that can lead
to malware infections and to conduct a large-scale monitoring of malicious activities by malwares, we
developed three types of learning systems introducing machine learning techniques. First, we developed a
malicious spam mail detection system with the following three sophisticated functions: an automatic
mechanism to collect suspected malicious spam mails, an automatic labelling (malicious or benign)
function for collected spam mails by a crawler-type of web security analyzer, and online learning
function for automatically collected training data. Second, we developed a large-scale monitoring system
which can observe transitions of subnet infection states by allocating the most similar typical patters
obtained by performing the hierarchical clustering for darknet traffic features. Finally, we developed a
large-scale monitoring system which can detect DDoS backscatter from observed darknet traffic features.
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