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Cryptosystem design which detects side-channel attacks
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As LSI technologies have advanced, design-for-test techniques have become
essential to LSI designers. Particularly, scan-path test using scan chains, one of design-for-test
techniques, makes test design much easier. A scan chain connects flip-flops in an LSI in series and
enables LSI designers to set and observe these flip-flops easily. There are numerous researches on
side-channel attacks utilizing information exploited from the physical implementation of a cryptosystenm,
for example, power consumption and timing information. A scan-based side-channel attack retrieves the
secret information by utilizing scan chains. In this attack, the secret information inside the
cryptosystenm is
retrieved by analyzing scanned data obtained from its scan chain scheme during cryptographic processing.
We demonstrate that the secret key can be retrieved successfully from the SASEBO-GII, side-channel attack

standard evaluation board.
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