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We have developed an automated method for analyzing evolution processes of compute
We successfully reconstructed phylogenetic trees for real-world computer virus samples by comp
aring control flow graphs obtained by binary code analysis of executable programs. We also examined how f
requent attack patterns of computer viruses appear along estimated evolution processes. In doing so, we d
eveloped a new method for identifying and analyzing context dependent shared code segments, such as functi
ons and procedures, in binary executables without assuming the use of high-level programming languages.

r viruses.
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/* CALL OXAAAA */ I* CALL OXAAAA */
ESP,—ESP,-4 ESP,—ESP,4
M,«St(M, ESP, BBEB) M, —St(M, ESP,,CCCC)
—OXAAAA —OXAAAA

= /" Block: OxAARAA *f
ESP @, (V:ESP, V:ESP,)
M@ _(v:IM,, viM,)

XARKFEI—F

" RET %/
dest,—Ld(M,.ESP,)
d—dSSI‘,’

dest,=®, (v:.BBBB,v:CCCC)

EBX
EAX

0x401014
XOR ECX,ECX




EBX
0x40100a 0x401011
start:
mov eax, offset
proc_B
mov ebx, offset retl
jmp eax
retl:
mov ebx, offset ret2
jmp eax
ret2:
ret
proc_B proc
XOr ecx, ecx
jmp ebx
proc_B endp
Fibered SSA (F-SSA)
SSA 0]
M
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[0]
entry

[2100401000:
EAX_(2,1) < 401014
EBX_(2, 2) < 40100C

_—EAX_(2,1)

'

[3]00401014:
EBX_(3, 0) « ®[3](2:EBX_(2, 2),4:EBX_(4, 1))
ECX_(3, 0) « ®[3](2:ECX_(0, 2),4:ECX_(4, 0))
ECX_(3,5) < 0
_ < EBX_(3,0)
EBX_(3, 10) « N[2->3](EBX_(3, 0))
EBX_(3, 11) « N[4—3](EBX_(3, 0))
ECX_(3, 12) « N[2-3](ECX_(3, 5))
ECX_(3, 13) « N[4->3](ECX_(3, 5))

1

[4]0040100C: £Bx ([55](()))01051;; 3(3 "
EBX_(4, 0) < EBX_(3, 10) (5, (3,

ECX_(5, 0) < ECX_(3,13)
ECX_(4,0) < ECX_(3,12)
EBX_(4, 1) « 401013 dest_(5, 1) « Ld(M_(0, 25) ,ESP_(0, 6))

ESP_(5, 2) « 4+ESP_(0, 6)
_ < EAX_(2,1) _<«dest_(5,1)
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