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Study on the general physical cipher beyond the Shannon limit
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The scheme of coherent pulse position modulation with phase mask is expected to be
a concrete method of realization of the generalized wiretapped channel model (keyed communication in quan
tum noise) which provides the security beyond the Shannon limit of the cryptography. For realizing such a
new idea, we have studied a scheme of Y-00 quantum stream cipher with phase mask and demonstrated a simple
model for the phase mask modulation scheme. The phase mask is realized in the frequency domain by using o
ptical devices such as the liquid-crystal spatial light modulators operating in the wavelength range of 1.
5 micrometer suitable for the optical fiber communication. This result will give a great progress to reali
ze whole scheme of Y-00 quantum stream cipher beyond the Shannon limit.
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