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Evaluating the Stealthiness of Software Protection Code
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N-gram

This research proposes a method for evaluating the stealthiness of software protec
tion code. Artificial code fragments, which means unusual code fragments caused by obfuscation, are easy t
o distinguish from unprotected code fragments. Based on the fact, the degree of stealthiness is estimated
according to the artificiality of the protected code, by means of probabilistic language model (N-gram mod
el). The results of the case study show that the obfuscation techniques that corrupt the original semantic
s of the program or that just insert junk code fragments to the program, tend to decrease the stealthiness
of the code.
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