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Chip ldentification System based on Physically Unclonable Function Utilizing Aging
Effect on Nano-Scale Transistors
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Silicon physically unclonable function (PUF) based on pefromance fluctuation
caused by fabrication processes, which is utilized as an ID of a chip, has been attracting a lot of
attention, mainly from the viewpoint of security purposes. For the purpose of detecting a tiny on-chip
performance difference, this research first proposes a high-speed estimation method for FET performance
variation due to aging effect. A fine time-resolution time-to-digital conversion circuit, which includes
a novel time-difference hold-and-replication circuit is also proposed to detect a tiny on-chip delay
difference. This research also investigates the possibility of a chip ID based on magnetic field emitted
from the chip utilizing a high-sensitivity magnetic probe.
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