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Design and analysis of multivariate public key cryptosystems using non-commutative
structure

Yasuda, Takanori
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Multivariate public key cryptosystems (MPKC) can resist attacks using quantum
computer, and have efficient encryption and decryption. On the other hand, there is a problem that MPKC
have huge key size. Therefore, I apply non-commutative rings to MPKC, which originally are designed using
commutative rings and fields, and propose a method to reduce key size of MPKC. In comparison with the
original scheme in MPKC, my scheme can reduce key size by about 80%. Moreover, | analyze its security and
present how to select suitable parameters.
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