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This research project developed a formal design methodology for VLSI
datapaths consisting of arithmetic operations on Galois fields. First, we provided (1) a formal
description for Galois-field arithmetic circuits based on polynomial basis and normal basis which
are frequently used for cryptography and error-correction code, and then developed (2) a formal
verification method, which is applicable to the circuit description, using computer algebra. In
addition, (3) we applied the design and verification methods to a cryptographic processor. More
precisely, we designed a processor datapath for AES, which is one of the ISO/IEC international
standard block ciphers, by the developed method. Furthermore, we developed an automatic generator
for generating a variety of Galois-field arithmetic circuits depending on various design
specification.
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