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Security Evaluation for Elliptic Curve Pairing-based Cryptography with Conjugate
Rational Points by Distributed and Parallelized Experiments

Nogami, Yasuyuki

10,900,000

rho
rh
88 4 3 114

In order to evaluate the security of elliptic curve pairing-based cryptography,
this research has considered several attacking method, particularly rho method with some improvements and
experiments. In detail, this research discussed a random number generator for efficiently carrying out
random walks of rational points and then discussed an efficient distributed parallel attacks. Then, this
paper also developed some efficient arithmetic operations on elliptic curve and evaluated some other
approaches that kept all of generated random rational points for the attack in contrast to rho method. As
a result, this research could show that 88 bit pairing-based cryptography could be broken with about
three hours computation by 4 PCs. This research still keeps on attacking 114 bit pairing-based
cryptography.
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