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Study on LSI design methods for security and testability
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The scan design method makes it possible to increase testability. Scan-based
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Attacks with scan design decrease security for confidential information on LSIs. Conventional methods

provide assurance of security with complicated scan designs. If information about complicated scan
designs, attackers could obtain confidential information on LSIs by using scan-based attacks. Complicated

scan designs is a novel confidential information.

We proposed a design method with both testability and security without depending on complicated scan

designs. The proposed method is a design method which ensures testability on behavior level testability

without scan design. Several designs were applied to the proposed methods. We measured quantitatively the

security for the designs applied to the proposed method. The measure for security evaluation is mutual

information.
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