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Recently, network traffic is becoming strongly biased by user®s action taken in
an application. In this research, we propose a method to infer such action (we define as "user behavior')
from the monitored traffic. The proposed method firstly composes a set of traffic features (statistical
features of measured traffic flows) and then applies a Supervised Machine Learning (ML) algorithm to
identify the user behavior from the statistical features. Through experimental results by using actual
traffic, we show that the proposed method achieves around 91% accuracy of identification for 9 major
applications, and around 81% accuracy of identification for 43 user behaviors.
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[ Step1: Traffic feature collection ]

[ Step2: Behavior feature calculation ]
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[ Step3: Behavior identification ]
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