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Key management schemes for new-era cryptography
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New type public key encryption schemes has been studied in these years. Such
schemes has useful functions conventional public key encryption schemes does not have. In this research,
we call these new schemes as "new-era cryptography™.

It is still on the way to the practical use of new-era cryptography. One of most significant point to be
practical is crgptographic key management. To avoid compromising new-era cryptography which has rational
security proof by practical scene, we have to study cryptographic key management for new-era
cryptography. In this research, firstly we compare between conventional public key chptography and
new-era cryptography and pick up common part and different part. Then we propose new key management
meﬁhod for new-era cryptography and develop prototype implementation using identity based encryption
schemes.
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