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This research proposes a method for evaluating software protection
mechanisms against Man-At-The-End attacks, that is, attacks by an end user who has access to
software itself and attempts to steal assets in the program. This research mainly focuses on
developing metrics for evaluating the stealth of an obfuscation, that is, the degree to which
obfuscated code can be distinguished from unobfuscated code. The proposed metrics help evaluate the
strength of the protection against an attack which goes through a typical locate-alter-test cycle.



(- JE

1. WFFERAR S H) D 5

Y7 bU =7 IZxT % Man-At-The-End
K& (LU, MATE B8 LIRS L, Y7 b
U =T DFEITARET 7 A N E MBI A 3
LTy Ra—¥0, RIERBHOZOHIZY 7
N =7 OBSREERNT « XS AT D1T4DZ
ETHD[]. FABVAF = I DOL—F
L DRM v AT LD\ SR Y, NEBIZE
A2 HE>Y 7 b= 71%, MATE %4 5&
LCY 7 M7 ORERER, a—, &
NEPITONDERIZHEICILINTND.
TOEIBRETFTLEICES>TY 7 R TN
VENRERBPEEZTLOEE ST, 7
077 Ao, Wk, My oMl l,
MATE B 21T 57200 %< DY 7 K
U = TIRETFIEPIRE SN TN D,
REHEEZTNTY 7 Y =7 OWMETER
DO R D HITE > TL, R#EFELE
52Ty 7 b7 RENTT TH8L
50, bbb, WEENBNEZEKT D
DB T ITIN ENTZ T RKREL 72D, &
WO AT A Z LT REEETHD. —
FT, RESNTZY T MY =T REERRK
BAZIT e &I, PORE [y ok
BB D Z I3 L. 2o, (R
SNV 7 MU T OMES & ERMICHIET
D720 DOH HARBIESC HIENRLS RO 5N T
Wz,

2. gD B

RO B, i bEICXL > THRES
N7 v =7 ® MATE 58|25 % 5
SEFHET 52— HEEZHBET L L THD.
¥ElZ, locate-alter-test DIEE (FATRIRET 7
ANEHET 2T Hiar AL L THED
NoH7a s Lnn, EERPREINT
WHEER L L, B - KSAERLD
YBE) k3 D2 73 5 DI H 28 )i
BERETDHZEEBIET.

3. WFFED ik

ETRHMHEE LT, AWFZETIFIRD 2 54
YV 7 by aT kR, R#ESNEY 7 by
T EEZD.

(1) Y7 o =T 2T 2570 77 5A
2, WEER, $hbb, WEEIZHLN
el pna—ReT—% (fIx X714k
VAF I DA—F RO T —
H 788 EFiO.

(2) (1) OWEEROFA « PR - LA %R
T ABEMNT, u s T A0—n
ALK b7 & OIREFIEIC L - TE
BEnTna.

Fo, R#ESNTZY T R TICR LT,
BUBEF TR 72 locate-alter-test DB [2]
179, Tebb, FTARET 7 A LV EWiT &
NI = A O A D =12 (P Y = s
LD REEROARES LTS a— R (7

C—19, F—-19—-1, Z—19, CK—19 (@

(i) b sniz=— R (i) Bk hiza—F
1 AF A ZADENT— RO

077 AO—H) ZR LML, Bfif - kAT
5, LWV FEHCHBEEZITI DD EEZD.

PLED X 9 725i$g D F ¢ MATE X8 DK
I AERET AT, £7, (a) REILTW
% a— ROAT VA (stealth), §72bhH, K
BENMEESNL TS a— RE Aoz v
EAEZTMT D HENRROEND. X 1125
TDE, AT NAVARERNa— ROFTHD.
A2 — i O X DS Tk E AW T
RSN (i) O a— gk, o— REKIC G
MHrb b6, W7 TR LT a— R
D—# 3T —4 (DATA) L 72> THELL TW
. i, WELC ko TRE#ESRE () ©
22— RNIZIE, cwde X° fcomip &\ o 7-fisd T
HBUBEE DR S REENTND. REN
WHENa2—NZZ0 L5 RREF I T
SO BN EEN TS E, FDOa— KR
B ERERE L TWDEHTHDLZERRE
TSI, T e ) THENRT S
WREMENRH D, FDOT=H, ATV ADFHHE,
BARIZIE a2 — RN EICENSES ZH
HHENRRD NG, £, WEERI|EE
SNTWNDa— RBRERINTH%, FDOa—
KZD b O DREN ENZ T REED), T7b
H, (b) RSN TV D a— NOBRMFICES
LM A PORE S EZET LI L HE
BETHHEWNWZA.

AW T, FFIZ (a) D AT IV AFHIIZTE
HL, (1) =a— FPREMVSEEZET 5
EERELEZ ET, (2) BYoa— Rz TR
MOITEEREATLL Y ET5HBET
IWEREL, TOREOREES 23 4 5 5
B a R O MEHi b Fik TSN T s
LERIBITAT D .

4. FFgERR R
(1) =— Ko HS-EA & T 5 Emo R

@ fragment surprisal

a— RFOHMNSEAZFHMT 2EEE L
T, £, fragment surprisal &\ f5iE%
MELL (BERXD). ik, 77
i CHER SN D 22— RETA S BF T H AL
OEAEHMEL LI L DT, a— KK o
RN AL L A CEREL = — Rl A



DRI TESLT L ETRkOD. HHHSE
X, 2HOTET Y Tr T T ATHRSH
Ha—RAZESWTEBENS.

FE KM XOTOERRERREIZH T 5 frag-
ment surprisal O f (Wrh O R 28 3 D
H)ERLICRT. f=—F=v 7 DKk
< 2HIOEMEIIA T FOMEERT (F
N7 RORBEOFFMC DN TITZ ZTIEA
B9 %). mov-test-jz DL HRIEFIZH Y
Shvle (HBBEO®m) 22— NEr i o sur-
prisal 28 2.44 T¥» % —7, adc-adc-sal @
KORFEFITHOT L L2 — Pl O sur-
prisal (£ 29.6 L m< o TW5. T7hbbH,
adc-adc-sal (¥ mov-test-jz LV HHEH
WCHMLDESGREWEE XD, fragment sur-
prisal OFEFEZ W UE, RiEHIEEZEA LT
B SNT=7 0T LAEfERT 5 a— RE
MENTETHEZICENLODEFHMETE 5.

# 1 fragment surprisal O
o— R surprisal
movl4-test11-jz70 2.44
leal4-nop00-mov31 7.36
adc13-adc13-sallb 29.6

@ code artificiality

%72, code artificiality (22— FORBRE)
EWOREARE L (BEmXE). ZofF
i, RO a— Reko IMMARs] &, N-
gram E7 /VCHESWTHRETHHDTHS.
5l 21X, push, mov, test, jz, ret £\ 9 5
M THERR S LD 22— RO code artificiality
(3-gram O H) 1%, [<code>-push-mov],
[push-mov-test], ..., [jz-ret-</code>|
Lo loa— Rt O HBfERZ# T & bE
TTbODEHREERD. T 2T, <code>d
L O /code>iE, TNLFha— FOYEE L #&
Ui A R TR S Th D, ZOHEIEICL o
T, EAT vy, B, TurTaekd
Wo 7o R & I — FHALICERIT S TH
MOER] ARHMETE 5.

(2) pinpoint BEIZxd 550 S OFF
BYLDa— RaEFERNY ITHEF#RE AT
LE9ETHrHEET VL E LT, pinpoint K
BEMSHBET LVEREL, TOKBEOR
X 25T 5 FEER A BEAE O #ESi b 5 15 CR
HINT T v T T AERRIAT o7z (KR
X@). pinpoint KX, EITRRET 7 A V&
WTeTNANTHI LI THELNET
7N Ia s AR TIAND] 2— Rk
EERL, ZOHSE G a— REHfE - S A
THZ L THEFREZGLS ETH2HETH
5. HRMIZix, 7Ry 70 e s Ak
AL CIEICERE L THEON D% 2 — RiIFF
J7 @ fragment surprisal Zk 7 T, —iE
DLEWEABX /-2 — Rt % B xL>=2—
Rrth & LTRIBL, ThEEdiea— REf

push

mov }
sub mov-sub-cmp (5.717) }
)

{
{
cmp - {sub-cmp—nop (7.650)
(
[

push-mov-sub (3.355)

r?op cmp-nop-jmp  (10.29 ><! Ekvi)
jmp -

mov nop-jmp-movl (6.841)}

J—R J— RifH (3&MA(dsurprisal)

2 pinpoint HEEIZ L 5 HLD =2 — R
D

BEIERPIRE SN WD & A7 LCH
fif « X AT 5. pinpoint HEIZ L 5 NS
a— RN offl 2K 2 1287, Zof)T
%, 3MAAHNLTa— R ER S, fragment
surprisal 7% 10 % #8 % 7= cmp-nop-jmp % &
BEICHYDa—Fl A& LTHRIEELTWS.

EBRHADOTIA B AF =27 Da—RKxg
7w T NE b HEOBAFOEEGHETE
TIREL, T b A2 x4\ pinpoint K # %
1To7-. ZOER, opaque predicate SCJHH
DA ZE W2 s b 21T o 723556, IR
SNfca— Fo—HENRHESL>a— R & L
ThH 7. 3 1%, opaque predicate %
AW CEF bt Iniza— R Sz B57
Sa— K TthbH., Zoa—RFTiE, &7
T T NERIET DI, T H AN
RIS 22— REEIRICHEA S LTV R, Zi
LR a— ROIWRICE DT, HILD>=— R
R éloTWi=, Hoa— N 28T
BICIIMEEHR (ZZCTHEIA BV AT =y
7 DM BIFEL, Z OB E T
TN BERRINT L2 Lic b, 20
= — N pinpoint BT 5 2T /L A 3K
WEHIKITE D, — 5T, HlEEED iR
2 L DL, T — % OFfF 5 ki X DR
fbEH S/ = — FiZix, B>z — R
A S e o 72728, pinpoint WEEC
KT HATNAATEmWEHITES., ATV

LELME
test11-jz70-mov15

mov15-jmp70-rol45s
jmp70-rol45-inc10
rol45-inc10-movil

__incie-movil-addi5 [ T

I mov11-add15-DATA  —f—
! add15-DATA-DATA

DATA-DATA-mov15 L. .

| DATA-mov15-leaveoo IS

movi5-leave®@-retn@o 1 +

fragment surprisal

I
H

3 mtEhic B>z — Rkt o



AZAMEWNES, D095 /) TRIR D locate-
alter-test 12 X 5 MATE X &8 )35kh3 5 AlHe
MnbdENZD. SHROFEE LT, AT
JVAFHIZ AN %, B S iu7e =2 — ROSERE L
RFTVNE DD, LWV AIZOVWTHEREM
WM C & uiE, MATE B OR#ESZ LY
EFHEICFHMICE 2 EEXHN5.

(3) ZDfhdpH
@O FT b L—RITHT D AT L AFH
TNy I 70 E OBEIEATY — v & D TTHL
BTEDHa— FOFET L—RAIZIE, Efrdn
TEMIEF L, fiD THBUEE DKW k
L= ST 5, W) XD IS
ERHEOREBENLI AN H Z LITE
HL, T ML —REZXRIZ LT AT VARG
ORI A2 425 LT (BFEmLE). BRI
L, AT L—RIZHEN DT OB, mS
OFEE (= =—7 lefm k), ABEKRZ (H
BUBEFEAMERY) b L — 2B E & v o T fR R
R L, MHFOMGLTIEIC L - Tk
SNT-FAT b L—RITxT B AT VA &Rl
THEBREIToTZ.
@ BHRZ2a—REETIMEDON LT

F— ok

a— ROENDEASOEZEDISH L LT,
a— K& AR (B 72n) a— RIgER
TEMBON LT T—Vaih (V7 ho=T
TR IR 2B LI (BERXE). R_ES
ETIE, WBEEICBLI-WaS &2 oEIO
MENOERESND a— ROHNDES %
L, TNRENE2D XD ICEENREE
ET 5. HRRMAS ThHLA 7 T—V 280
a— KX, L7797 —YaE8RNTVWARNI—
REDRBIMHOEIZL L, AT VADE W R
ENFREIC R D L EZ D, RIEV AT LAEE
L, EBEE L TRESFEORDEICZOWD
THEEL.

< 5 SCHR >

[1] P. Falcarin, C. Collberg, M. Atallah,
and M. Jakubowski, “Software pro-
tection (guest editors’ introduction),”
IEEE Software, Special Issue on Soft-
ware Protection (March/April 2011),
Vol. 28, No. 2, pp. 24-27, March 2011.

[2] C. Collberg and J. Nagra, Surreptitious
Software: Obfuscation, Watermarking,
and Tamperproofing for Program Pro-
tection, Addison-Wesley Professional,
2009.

5. ERRERIE
(AR I T )

(PeR) GHTH)

@ VEpGAR, FPlEHE—ES, b Ihiz7 nm
T RIEEND THISHAT v v 7 )
O, 2017 FE I HEE FEkE

Al SR (G 5 D-3-2), 2017 4F
3723 0, AWk (4 i)

@ EnH L, MEBEAN, £HEFEHE,
PRIRTEE—RR, /A F U 22— RO 3CF5
WEBHLEY 7 by =7 O, &
THERBErSEINRE, Y7 U=
T YA T AWFSES, Vol.116, No.277
(SS2016-31), pp.79-84, 2016 4= 10 H 28
H, EREITEASEE (ZRT).

@ tHEm, thlRsE—RR, AT h L— R
ERLEY 7 b= T IRERED 2T L
AELL, THHALEE 2 78 [l eE R
WSO (AR 5J-07), 2016 4 3 A
11 H, BEMEREAASE: (REUer).

@ Yuichiro Kanzaki, Clark Thomborson,
Akito Monden, and Christian Coll-
berg, Pinpointing and Hiding Surpris-
ing Fragments in an Obfuscated Pro-
gram, In Proc. of the 5th Program Pro-
tection and Reverse Engineering Work-
shop (PPREW-5), pp.8:1-8:9, 8 De-
cember 2015, Los Angeles (USA). (&
At
DOLI: 10.1145/2843859.2843862

(® Yuichiro Kanzaki, Akito Monden, and
Christian Collberg, Code Artificial-
ity: A Metric for the Code Stealth
Based on an N-gram Model, In
Proc. of 2015 IEEE/ACM 1st Inter-
national Workshop on Software Protec-
tion (SPRO2015), pp. 31-37, 19 May
2015, Florence (Ttaly). (Z#if)

DOLI: 10.1109/SPRO.2015.14

© KHHFAN, PRRLE—RS, PIHBEN, fri&
A—FOARSICER LTI LT
7= o, LSRR 7T RIeEE RS
AR SCEE (G5 11-03), 2015 43
H AT B, 5K (LEl).

@ PSR, RS, FIFBEA, 22— K
Wr i DA A R E D HHRIZ £ D R O
I LN S R, HHLEE RS 7T [
E[E R = SR (R % 5 10-02),
2015 4E 3 A 17 H, HUBKS (RUESH).

6. AFTRERE

(1) #fFgEfRaEH

fohley B8 (KANZAKI, Yuichiro)

REAR R R PAL - NETEH Y 27 A L%
B - ez

WoeE R 90435488

(2) WFgesmy
L

(3) HLEbT I
g




