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The design and Implementation of the detection and defense system against packet
amplifier attacks using open resolver DNS servers.
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In this research, we propose a method and system to analyze predictions of
attack against packet amplification attack, mainly DNS. We released the packaged system as open
software on that anyone can use. In addition, we published some examples of detection using this
system and proposed a method for defending attacks leading to packet amplification attacks and
information leaks by using SDN technology. This defense method works on Internet eXchange (IX) which

is a public backbone part on the Internet, and it becomes a more effective defense measure by

making it cooperate with multiple IX. In addition, we investigated the possibility of attack
prediction using deep learning to make proactive attack measure.
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= Normally
# of query from resolver server > # of query to resolver server

= Counting number of queries from resolver server

select floor(ts/60),count(*) from dns_pcaps where dt ='20150401’ and dns_gr=false and
dns_flags not like ‘%rd%’ and server="ns1-pcap’ group by floor(ts/60);

= Counting number of answers to resolver server

select floor(ts/60),count(*) from dns_pcaps where dt = '20150401’ and dns_gr=true and
dns_flags like ‘%aa%’ and server="ns1-pcap’ group by floor(ts/60);

= If not, it is possibly ddos or cache poisoning attack
against our DNS resolver server
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