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Development of Integrated Authentication System Allowing Users and Services to
Customize Its Authentication Mechanism
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In an integrated authentication environment where authentication for a
variety of systems is enforced using a single authentication server, selecting authentication
methods in consideration of users and services characteristics enables a secure and convenient
federated authentication. We proposed a system that enables such feature by incorporating a grouping

function of authentication methods into Shibboleth IdP V2, widely deployed at academic institutions
like universities, and developed its prototype. We also conducted similar consideration for
Shibboleth 1dP V3, released during the research period. As a result, we pr0ﬁosed a system that
enables that feature efficiently, and introduced it into the integrated authentication system of our
university.
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