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In security systems, since attackers tend to aim most vulnerable part of the

target system, the number of attacks are increasing that human as a component of the system is
targeted. In this research project, we aim to resolve the above-mentioned problem by employing
recent results of HCI or cognitive science. Concretely, as a main result, we establish the
following that (1) an authentication scheme for smartphones with keystroke dynamics combined with
outputs of various bulit-in smartphone sensors, (2) a password management scheme for proper use of
several passwords against password list attack, (3) a method for preventing of a location attack
using PN codes for internet threat monitoring, and (4) a defense method against various distributed
slow HTTP DOS attacks.
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Hold Time (HT):

KeyDown-KeyDown Time (DDT):

KeyUp-KeyDown Time (UDT):

KeyUp-KeyUp Time (UUT):
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