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Recently, many real-time systems such as smartphones, intelligent robots,
and vehicular software are connected to the Internet, and they are running security protocols that
deal with privacy-related information. Hence, it is getting more important to establish the
anonymity of real-time systems. In this study, we are interested in a formal verification for the
anonymity of timed security protocols. Compared with the anonymity of untimed systems, the timed
anonymity property was not investigated well, since there are some difficulties in modeling of timed

anonymity. In this study, we provided a formalization of timed anonymity, and we developed a proof
technique for the timed anonymity of security protocols. Our technique is based on 1/0-automaton
theory, and the theory provides computer-assisted theorem proving tools. With such tools, we can
theorem-prove the timed anonymity of security protocols.
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