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We discussed how to unify broadcast encryption (BE) and secure network
coding (SNC), and clarified that it is possible when the network is (t,d)-combinatorial network
where a source node is connected to t intermediate nodes, and each sink node is connected to t
intermediate nodes. Furthermore, the proposed scheme is highly practical compared to the original
BE. For instance, 834TB and 809TB are necessary for encryption and decryption keys, respectively, to

implement ( 100, 3)-BE by traditional method. On the other hand, in the case of (5,3)
-combinatorial network, 2.6TB and 75GB are enough for encryption and decryption keys, respectively,
by the proposed scheme. Key lengths of proposed scheme are not short, but are more practical
compared to the traditional BE.



(Broadcast Encryption, BE)

(Secure Network Coding, SNC)

BE
SNC (NC)
BE SNC
BE

SNC
BE
SNC
BE

SNC

SNC BE

BE

BE SNC
(A) BE SNC
(B)
BE
(KPS)
KPS
SNC
BE SNC
BE
(t,d)-
t
n
d
BE
BE
BE

SNC



100

3
(C 100,
3)-one time secure )
5GB 834TB
809TB
(CF)) 5
3
2.6TB 75GB
(3!2)_
BE

T. Nakai, Y. Misawa, Y. Tokushige, M.
Iwamoto, and K. Ohta, “Efficient
Card-based Cryptographic Protocols
for Millionaires’ Problem Utilizing
Private Permutations,” CANS2016,
LNCS 10052, pp. 350—364, 2016.

19

(SCIS2017), 4F2-2
,2017 1

(SCIS2017), 2D4-3

10.

11.

, 2017 1 25

A. Espejel-Trujillo, M. lwamoto,
“ Steganalysis of Bit Replacement
Steganography for a Proactive Secret
Image Sharing,”

(SCI1S2017), 1A1-6,

2017 1 24
T. Nakai, Y. Misawa, Y. Tokushige, M.
Iwamoto, and K. Ohta, * Efficient
Card-based Cryptographic Protocols
for Millionaires’ Problem Utilizing
Private Permutations,” CANS2016,
LNCS 10052, pp. 350-364, Milan
(I1taly), 15" November, 2016.
Y. Kamoshida, M. Iwamoto, and
K. Ohta,“ Application of Joux-Lucks
Search Algorithm for Multi
-Collisions to MicroMint,” IWSEC2016
(poster session),
2016 9 12

A. E. Trujillo and M. lwamoto
“ Proactive Secret Image Sharing with
Quality and Payload Trade-off in
Stego-images,”

(SCI1S2016), 3A1-2,

ANA
2016 1 21
“ Joux-Lucks
MicroMint
(SC1S2016), 3D1-3, ANA
2016 1 21
o /
(SC1S2016),
3E3-5, ANA
2016
1 21
(SC1S2016),
4A2-2, ANA
2016
1 21
3C2-2,

pp. 1011-1018,

23rd, Oct., 2015.
Y. Misawa, Y. Tokushige, M. Iwamoto
and K. Ohta, “ Comparison of Security
on Coded Signs with Public/Private



12.

13.

14.

15.

16.

17.

18.

19.

Code Book ,” International Workshop
on Information Security (IWSEC2015),
(poster session),

26" August, 2015.
T. Nakai, Y. Tokushige, M. lwamoto and
K. Ohta, “ Toward Reducing Shuffling
in Card-based Cryptographic Protocol
for Millionaire Problem,”
International Workshop on
Information Security (IWSEC2015),
(poster session),

26" August, 2015.
M. Iwamoto and J. Shikata,
“ Construction of symmetric-key
encryption with guessing secrecy,”
IEEE International Symposium on
Information Theory (1S1T2015), Hong
Kong Convention and Exhibition Centre,
Hong Kong (China), 15, June,
pp.725-729, 2015.
P. Lumyong, M. Iwamoto, and K. Ohta,
“ Cheating on a Visual Secret Sharing
Scheme under a Realistic Scenario,”
International Symposium on
Information Theory and Its
Applications (1S1TA2014), pp-
546-550, Melbourne Convention
Center, Melbourne (Australia), Oct.
29th, 2014.
M. Iwamoto and J. Shikata, “ Secret
Sharing Schemes Based on
Min-entropies,” IEEE International
Symposium on Information Theory

(15172014), pp-401-405, Hawai i
Convention Center, Hwaii (USA), 1%
July, 2014.

K. Ohara, Y. Sakai, F. Yoshida, M.
Iwamoto, and K. Ohta," Privacy
-Preserving Smart Metering with
Verifiability for Both Billing and
Energy Management,” The 2nd ACM ASIA
Public-Key Cryptography Workshop
(ASIAPKC2014) , pp. 23-32,

2014 6
3
(SC1S2015), 2D1-4,
2015
1 21
(SCIS2015), 2D1-5,
205 1 21

EMM2014-7, pp.35-40,
2014
5 16

http://ohta-lab. jp/

http://ohta-1ab. jp/member/mitsugu/

http://ohta-lab. jp/users/mitsugu/

http://ohta-1ab. jp/member/ohta/

o

Mitsugu Iwamoto

&)

Mazuo Ohta



