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This theme examined methods to conceal and obfuscate programs for PLCs,
computers designed for sequence control, by translating them into hard-wired circuits using FPGAs.
Translation after applying an obfuscation method was studied and software infrastructure to obtain
obfuscated circuits was developed. This theme also studied techniques for obfuscating and encrypting

software on general purpose processors, in expectation of the case that only a part of a program
was implemented by hardware and the rest was executed on a processor as software.

FPGA



¢ X C—19, F—-19—1, Z—19, CK—19 @m)

1. WERRUTIOE =

PLC (Programmable Logic Controller) (%,
FEERBWED v — 7 v ZH#lic B W TIA
CHWH N HIHHGEEE TS 2. EFIZK
B ffEic 5w PLC BRI TS
D, ’EA VT Iz rEMOVE DL
>TWw5, PLCIZBdL TiE, Stuxnet & X
Na=A7 27 H 2010 FICHKR XL,
ZDoxF 2 ) T4 ICHETIELEEE - T
W3, ZO~AY =T IFFED PLC % B
33 PCIij&3 L, PLC oz AT 3
ZEDBHWNTH o7, TOLIBRERED»D
PLC 7ur/ J L%zfRi#ET 22 LiE, /v~y
DIRECHEEMN S AT LDORED -0 ICH
HThb.

PLC 7'u 7'J L% fRi# S 3 FiEoBEMO 1
2k, PLC 7w 7/ 7 . % FPGA (Field-
Programmable Gate Array) (T X % G A3,
N—=F Y TICEMWT 2T T v —FThH 5,
N—=F7 T LD FEREEIL, EEETICX
DINEMSSGET S L &, BIEDEMY: A
RbOOH N DR ANEICR 2 & T
BB, HIE IO W CTIIARRE D WL BLEHT 2
55% L DR D72, LrLEED, v
bw s itFftosEEicOoVwTIIZENETH
FORETENT W olz, ZDD, »N—
Fv 7L DEREF DAL T e 7T LDk
EMEicE5 2 228, 2L C, PLC7u/2 74
ZNRIICRE T RGBT O T, &K
TRE DI eI ORI B W TE 2 TlE
o7z,

2. WL HIW
AEOMERMORE S IC B »TlE, PLC

777 LD —Fy 2 TIcHzY, LUIT

DZEEHLPICT A EEZHNE L.

(1) XA B R —F Y = TR
BEEKT 270D FEERET L L.

2) #07-0DY 7 VI 2T AV IIALT
JF YRR T LT, INLERS
WHETE 3 kST s L.

(3) Ao~ — F v = 73t [ & o FE
LU, BICBEFEO N~ v = T{ts &
Uz gt T2 A L 72 b o & R,
PREFIEL X0 3R e b 2 E 3
L EERERNICHLPICT S L,

chicky, ~—Fvz7{badhs~ PLC 7

0 77 L DT REEE O FhEE R BH S 26 i L,

I DIRECHEEH Y AT LOLARIC

BT BRI L7,

3. oKk

A o ZHE B I 35\ T, PLC 7 v
SLEEENA—FY 2 T7THBRICEET S Z
EERFIRIC, VI YU TAVITRALT Y
F ¥ DA, B X NG Tk oM - B
PERPEMICITY) & LT &7, LaL, WIED
i el (C 5% cidie iy 7 +
V2T b= N TR RSB E) o
EE b, PLC Yul 0% —f C E3E

LhEDTa T LCERL, ThEHEOHE
MERY —nvEflAGEDbE T =Ny T
ik EH S, v FEEHZICHET S C
L7

ZoFFEOMEE LT, FursrodhT
FRICHEALALETH 25 DA%~ —F
vzTbLl, Y OEDITIH T ey YT
EfrddE votz, "—FNUzTEVT LY
2T L DHHABPRDTH L BET LN
5. ¥l-zo8s, A7y 3 CEITT
BT B BREOMEALE KD b B
EEZDLDONREYTH D, FD=DH, NWHT
oty oy 7y o7t - BE{ko
EWEEMIcOVWTHE TR E2ITS 2 &2
HTH 3.

DEoznrb, KFEONEIIKEL
g, (1) #5it - ~—Fo 27D
Ay 7 IHEE, 2) ~—Fvz=T7{icki) 3
S FEOEM, X 3) NWH 7 uxy
Y Loy 7 by TG - B Lo R
fili, oI5,

(1) #zt - ~—F v =7k f v 75

PLC v 77 L% EE A —TF v zTidb
BT 2FEDY 7+ 72T 4 V7 713,
7va 77 LEENT LR L AT 5
7uyv by FEe, PRPEREL oL E
19 s, g%~ Fry 2 7R
WAL HFT Z NNy 7Y P o5V —
NF A vE LTHEELE PREEALE LT
XML ML, PLC Yu 27 s sofkHe 1
s T s dma L <o hEER e, PLC
Ta s LR LTALHwLNE T
Z—RDE L 10 1 xeT 28)FL o
BMEX2HE LA chicit, ~—Fv 7
btz —DYy—n & LTERTIEE O L
R, il g oy —n gL TS, 7ars
FJLDOHBLORI LRFHEEZED LI RL
WD 5.

—77, e EAHET 2 FECBE T,
WERICKMFRE R I, PLC v 5
L% CERBICERT 2y — VB2 FHL. &
iR, e TxP 1S iz C S3Eadib
ZNEFF@ D AR L, 7u 277 aeiKid 1o
DR LTHEBREINDG, oK% Xilinx
oA Y — A TH 3B Vivado HLS i 5
25T, "—FyxzTEbEE5.

WITENDOFEICBWTYS, FPGA & ARM
T—%77F¥yD7uaky+iE—Fv 7
WM L 72, Xilinx D Zyng-7000 > J —X
ZENFEREE L LCHHR— b L7 Zynq ki
EHINE, ~n—FvzT7{binsz PLC 7
U SLEEDVRTLOTe Yy 77X 1
Wy, »—Fvz7fbadins PLC 7u s
Z %, FPGA 4> (Programmable Logic)
o7 vy (PLC System) & L CTH#
INd, Thbb, Tuky i oiEifEs
ETF—ZEZEY, TurTo LY T B0
HA2{TWw, 7oy HicTyr — 2 E2RHT 3,
EWn S —EHOMEE(T S, PLC 70/ 7 40D



DDR3
SDRAM
ceeler:
ol

¢ AXI4-Stream Memor

N PLG System
AXI4-Lite (HLS Core)

|
i

orts !

I

I

I

32 | |
AXI DMA '

AXla-Lite | AT
|

I

i

I

i

I

I

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

M1 ~—Fvz7{tEhns/zPLC 7u s J L4
SO AT LD T u vy 7[X.

I A= Ny 2 TEZITbARWED P, 2D
O P B IE, ey Hickh V7
P 2T U I NS,

(2) HEseb F ik o

b FEE LT, V7 by =T ol
FihE LTIREE N T3 Opaque Predi-
cate P IKOWTHGET 2 fTo 72, T, 7'm
77 LIS KT RO E 72 1 TR & T
AR Mz 52 T, a2z LoH#E D
HNEZEMLT2bDTH 3. YREDHDL
BN N2 IR AL (REKAZ) §2 %
DTHDLERGICEWTETCLET->TIE, <
DT LITERE R T v, FD0D, Th
i< 720 0FR 777 B L ERS
e CTiREI LTV

PLC 7u /' %@ — Py = 7T
356, PILEEE oY — v % 128 L T,
EPF?E/TLK—QL‘%Eu/Lf[ﬁ@CFﬂgj—E) ~—7T v 7%
BINTF 22 TcINEERLE. EdoFR
77 73BT 53— Fy =7k 2 E R
ERR L THEREL .

—77, @brAmy — A2 M 25467,

VA AN 2 R =X =112
Va=E A N WW?%/~»%¢&L,QM
AR ORNICE T AT nNERE
WL7-. AmZ 7 7138635 CE5iEx 4K
L Ta s LREE EDICENAKT S C

WX A= F o o THREL .

(3) NH 7 ux v+ Lol - B {LEd
KEFgeciz, @ unnl//Xﬁ?77’/fﬂ/<‘_’
TiEnz ey dpEhizy 7 v v o 78
FLicHW2 200 FFEoRRE, @ R
Al ORAM & kg2 XA € ) T 7 & ZMELL
BEfioBICOWTHRELZ., UT, Zhb
DFNFNILDNWTIRR G,

@ mHL I REX 7740k B
wmHLYR&x 7740 (IRF) @ 1%, 4HZ
@bh57uﬂ/&®ﬁ ZRUE L 2K

@ LT, EakCHlA s L ZhrD [FMFELA

Tl Wé?%%@f%% IRF (ZHgh &

nr-wmit, »o52C® [MRF oOF| &w

57 XD WRIICZE L X, FEITRRC IRF

S L COTOMEERBICEITI NS, £

DOHE D B B E T, FnR

Whrbwoma il 2 38U <,

st ZFEHTE 5.

AW T ,mF%/7+717®%MW
WCIGH 3 % 720 I B i, % O
ﬁotb@ﬁ%@%ﬁ,@émumfaw@
ERACIT DWW THRET - E3E - STl &2 T - 7=,

2 ¥z % ORAM DR

V7 b 2T DOREIENTE, TerI
LT — 2 EMESALT 2T TCIEA T
HY, LOEFICT—XICT 72ALTWS
D, ThbbT 7 vANE— VRT3
ECOLERPME T 25605 5 2 L A5
fEhTwd, cnEBRL, T7RR X
— vV EAIED» O EMKT 2 FiEo &2 TH
I RAM (Oblivious RAM; ORAM) & X 3.
CohCchiiciRBICERH TR DL L
THEHINTWE D, ~2FE ORAM® ©
H 5.

AW clx, &% ORAM I Xk v 4k X
NEEBRINET VAN X— VY BAER
Tr7RAEGELILICERL, ZhEHDER
CHFFECODWTHRS 21T - 7=,

4. THIERE
(1) #Hi - ~—Fv =274 75

Aidbo@E v, PLC iy dlh» o EEA A — VY
TRk EE R HiEE, GiiARERHT 3
ke <, F—oBfFREXAFIHTE S X5
Y —AERERELZ. Zhicky, WMEDH
Ex OB FCERMICHKT 5 L
AlRE L 7R o 77,

EREIc WL 25D PLC 7u 275 LixnR
CAEKSNZEEZ LKL 2L 25, MHED
75 1 C [l B B 0 B AR JE AT K & Tr A i
Ronnw LR TE LD, Siiam%
FIF 3 2 7 — 2 T2 RIS AE & B B4
DML —FA72HBINICEREL T
WAHRT LR CE -, T DHAE T &
¥ 7w ST EHe AT E PR ISIE2017 1R
Ih, BEHRRTETH 3.

(2) #FtFE 0w

Opaque Predicate D FEEIC B W TIE, K
BT T S (L) Z &75“‘)&/—»
IC & o TEMI L, ZofksrsmiEic
IhrEInTLE )., ENZEhDFIET
Opaque Predicate % 5% L W 2o PLC
7'u 77 Licx L CEBICHE L Xz El
%%iﬁb%ﬁttk:%,wfh@ﬁ&f

bIED R —MEZ RS 7223 O Bl BE AR AR 25 14
KL7. 259, Pl ebHEYy —ric X

> TIXEW X7\ Opaque Predicate 23>
—Fv=7 hicEBRCTELLEZLND.

2O LR IC o TIRENFESICT
RRKE{To7. £, SREMKN L HE - G
MiZ1T5 720D WL 2o DEPETF — 2 135
LT Ds, RERO L - FHIE 5% OFE T
»H5.



NS

02

1apoaac o]

Instruction Instruction
Fetch Decode

IRF + &L ¥ 2 % 7 7 4 L (IRRF)

ormal Path

IRF + L ¥ 2 % (Pos. Reg.)
X 2 IRF & % OFEHE % fll O HAE.

3) MH 7 vy ¥ EoEgl - K5 5L B ff
DO MHL Y RE 7 740 X B #EHL

IRF #Y 7 b7 =7 0tsICISHT 3
Bz o T, RFEOWILHIE DR R B W
T, HEBREREARI L4 X (1024 G HFRE)
D IRF Z v, &1 2 a 0&ER%Z Tkd
28T, LR ARENTRETH D C
ERHOPICL T, ARiFgETIE, H D
BIRT7T ALYV XL %ZHRT L2 &T, 1024
s DA CHER & 47 400~35,000 £5 5
HICHERE s maOMeEEBONS XD
Wi o7z, T L7-RIISEGm e LT
& Microprocessors and Microsystems (£
T AW

¥ 72, IRF OREREZ i 5 700 DR L L C,
maEEL Y 2% 7 7 4 4~ (IRRF) #{2%E4
2L eI, IRF & EHICREINT W)L
Bl YR 2O ZHESAOCEAT 3 200 J7ik
EHET L7z, 2ho oo N—Fy 2 7H
Lick 2 EM T %X 2 iIR3. IRRF (X
IRF & ifisic, fiEL Y R 21X IRFIC X 3
WMEEHOBILIE L L CHIHIN S,

IRRF (%, IRF O ATIIEHTE P o7
V7 b7 2T OWE ARG IEDBEE E Rt
5. IRF ic#f I -t a2, v A€V Lk
THOLDPULDEWRFIC T RTERINT
W, ZomBoIIoRBIIMA AT IC
FHELZ R, b LEANE, ZhiddEA
KXo CTARIEIRERK I NZD D72 Ll C
X%, INEBHISZDONIRRF TH3,
AT D0 5 R I3 EHL A E R &5 PPREW-5

THREL .

ML Y A&, HEROMRE Mm% 1
SoMRILEIN-MmAERACHKET L L
T, X0 %L D% IRF 073852
EERENE LTS, ZZTIE, eaaHEH
TELYR2EFSE, [ERiomaoEZIA
ALY AR DX TEEOMABHERHL
LY RAREFESEHCTIRIET 2. b
WL, MR NG HRED2 S ITTOM
HEREICT OB MEL PR Z OERETH
5. D5 BEERIIENRES TORE
ERTED, FEGHLE L TRGE~ DR
EFELTWES,

X 51, IRF BIRO#FELIT O W TH 5L
ZiTo 7. bBaddotgiviciy, @wEomas
L2V YR 2 FSE2ME S FHikoftic,
BN I NN T A — 2 %l ) STk iR
EINTWDE, KIFFETIR ST A —2Dffin
HEHRRL, LY%< s % IRF 2 5 EfT
TE2XHI1CL7 205 EEITFE L &
L CERY BT GRGECR I N,
WELEM X TIXIRF 04 WO HETH 5 HEE
HHEA~DEMEZ R L7228, K BERIEAR
MECcHEE T 2#EFic A TE 2 HE
WrxH 2., ZOERIZSHORETH 5.

2 -¥2%#I ORAM D% R

N2 ORAM 12 X 0 AR & 2 ks n
72T 7R ANZ = DILRIEEE S 20T,
Last Path Caching & W\ ) #lEZIRE L /2. &
DILRMEER—EEEZHLAT 223K
AL TLES) CLICEBRLTWS, 2D
720, TNEHELIICE ¥ v v 2T R
BN 5 2 & CIUREPIVRT 5 2 L %
BHO i L, i %8 U MO FiE &
B EHO 2 Lz, 2 o RITEGT
[EIPE~ 2 CSA-4 THE L 72132, TG &
L Cim X iE International Journal of Net-
working and Computing ICEEk X L7z,

<5 FHCRR>

@  S. Ichikawa et al.: An FPGA implemen-
tation of hard-wired sequence control
system based on PLC software, IEE]
Transactions on Electrical and Elec-
tronic Engineering, 6(4)367-375, 2011.

2 C. Collberg et al.: A taxonomy of obfus-
cating transformations, Technical report
148, Department of Computer Science,
The University of Auckland, New Zea-
land, 1997.

(3 S. Hines et al: Improving program effi-
ciency by packing instructions into reg-
isters, 32nd Annual International Sym-
posium on Computer Architecture
(ISCA2005), 260-271, 2005.

@ E. Stefanov et al: Path ORAM: An Ex-
tremely Simple Oblivious RAM Protocol,
2013 ACM SIGSAC Conference on
Computer and Communications Securi-

ty (CCS '13), 299-310, 2013.



5. FlFEFMLE
(Fgef s, W oHE L OSEEN 7 E
RN

Gitakams) GE 310)

(D Naoki Fujieda, Ryo Yamauchi, Hiroki
Fujita, and Shuichi Ichikawa: A Virtual
Cache for Overlapped Memory Accesses
of Path ORAM, International Journal of
Networking and Computing (&R 7E) |
2017. & 50 H.

(2 Naoki Fujieda, Tasuku Tanaka, and
Shuichi Ichikawa: Design and Imple-
mentation of Instruction Indirection for
Embedded Software Obfuscation, Mi-
croprocessors and Microsystems, 45 (A)
115-128, 2016. &E#HifF.

DOI: 10.1016/j.micpro.2016.04.005

(3 Naoki Fujieda and Shuichi Ichikawa, An
XOR-based Parameterization for In-
struction Register Files, IEE] Transac-
tions on Electrical and Electronic Engi-
neering, 10(5)592-602, 2015. &t H.
DOI:10.1002/tee.22123

(PR GF1 2

(D Naoki Fujieda, Shuichi Ichikawa, Yoshiki
Ishigaki, and Tasuku Tanaka: Evaluation
of the hardwired sequence control system
generated by high-level synthesis, 2017
IEEE International Symposium on In-
dustrial Electronics (ISIE 2017), June
19-21, 2017 (accepted), Edinburgh,
Scotland (UK).

(2 Naoki Fujieda, Ryo Yamauchi, and
Shuichi Ichikawa: Last Path Caching: A
Simple Way to Remove Redundant
Memory Accesses of Path ORAM, 4th
Workshop on Computer Systems and
Architectures (CSA-4) held in conjunc-
tion with CANDAR 'l6, November
22-25, 2016, FILEZEMALF—1 (R
SUUNCTDR

(3 Naoki Fujieda, Kiyohiro Sato, and
Shuichi Ichikawa: A complement to En-
hanced Instruction Register File against
Embedded Software Falsification, 5th
Program Protection and Reverse Engi-
neering Workshop (PPREW-5), De-
cember 8, 2015, Los Angeles, CA (USA).

(% oAl

WXL 7Y v PR, T REFEOMEA
Web ~—icfgdi L T 5,

https://sites.google.com/site/nfproc

6. e
(DWFFeREH

Kz B (FUJIEDA, Naoki)
EEHMRIERY - T GR) %R (W58

Be) - B
WrEs s

30708425



