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In this research project, we focused on de-anonymization of mobility traces as a
privacy risk that cannot be mitigated using only anonymous authentication (or anonymous biometric
authentication), which is widely studied to protect privacy in the era of Big Data. Specifically, we
considered the fact that the number of training traces available to an adversary is very small, and

proposed a learning method of personalized transition matrices using tensor factorization and group
sparsity regularization. As a defense against this kind of attack, we proposed a location obfuscation
method that minimizes the region size while keeping the attack success probability less than a required
value. We showed the effectiveness of our proposed methods through experimental evaluation using real

datasets.
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