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Comprehensive study on anti-tamper techniques to prevent information leakage by
laser fault injection attacks
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In this research, we have established fundamental countermeasure techniques
against laser fault injection attacks, where an attacker intentionally induces soft errors in a
cryptographic circuit to retrieve secret information. Specifically, we have conducted four research
items; (1) construction of evaluation environment of laser fault injection attacks, (2) measurement
of substrate potential fluctuation at laser irradiation and development of attack detection method,
(3) development of countermeasure techniques for cryptographic-algorithm level based on detection,
and (4) safety evaluation of countermeasure technology. We have deepened our understandings of the
information leakage mechanism in the laser fault injection attack from physical and mathematical
viewpoints and clarified the feasibility of countermeasure techniques using a prototype IC chip.
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