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A large-scale distributed log operation system considering advanced and
diversified security equipments
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Depending on the type of cyber attack or incident response, search requests
for security logs may differ significantly, and search patterns may not be matched in a particular
static logical space. Therefore, we concluded that the construction of a distributed environment
system based on time axis is appropriate, and we have actually designed / constructed and verified
the proposed system on our SOC. In a distributed environment with time constraint, searching by
other attributes (for example, IP address) will result in a complete survey and the efficiency will
be extremely low. The search imposed was not a problem in many cases, and was shown to be usable in
a wide range of cases and also useful in the actual operation environment.
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