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Realization of secure and_reliable communication in a remote control type /
autonomous mobile system in the loT era
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In this research, using a specific drive system such as an electric vehicle
and robot capable of autonomous driving and remote control, the advanced security technology (data
authentication, device authentication, secure key update) we have clarified the security level that
is realized without any problems by verifying how much the real-time performance is affected.
Specifically, for the CAN system, data authentication with message authentication code that is
generated by AES, random number generator, and lightweight encryption has been implemented. Then,
side-channel attack has been demonstrated experimentally, key update function as the countermeasure
using elliptic pairing-based cryptography has been also implemented. Their real-time processing
could be realized.
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