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Development of a cyber tag-out system for network isolation and damage
mitigation with an early warning function

Koshijima, Ichiro
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ICS (Industrial Control System)
F1: F2: F3:
Fa:
F1 ICS F2
F3 F4

ICS

The following four functions are essential to respond to external cyber
attacks on ICS (Industrial Control System). F1: functions to detect early signals of cyber attacks,
F2: function to mitigate the failure from cyber attacks, F3: function to prevent a propagation of
the failure, and F4: recovery function from the failure.

In this research, we built an early warning function dedicated to ICS as a response to F1, and
developed a function to tag out (block) unnecessary communication to F2 according to the plant
operating condition. These two functions are also effective for quickly disconnecting the fault from
the ICS network as a response to F3 and F4.

SDN
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