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A Study on Para-Pass-Through Virtual Machine Monitor
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i i We have been researching and developing BitVisor, a virtual machine monitor
with a unique para-pass-through architecture. Based on that, we conducted research to realize a

secure and lightweight software platform that complements the functionality of complex operating

systems to improve the safety, functionality, and performance of the overall system. As a result, we
demonstrated the effectiveness of the para-pass-through architecture in various cases, such as live
migration in bare metal cloud, prevention of attacks against hardware in bare metal cloud,

improvement of OS device driver reliability against hardware failures, and distributed filtering by
BPF. The results were published in international conferences and journal papers.
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