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The requirement of security and privacy in ITS networks is different from
the general Internet. Specifically, each vehicle periodically groadcasts vehicle ID, position and
speed information as it moves, and surrounding vehicles receive the information to improve safety
such as collision avoidance. Using this characteristic, we developed a method for detecting vehicle
misbehavior and detecting illegal data, and showed its effectiveness by simulation. In our research,
it was shown that the detection rate of malicious data is improved by increasing the threshold
value by taking measures against vehicle information disguise. We also developed a method for
tracking malicious information when a malicious vehicle 1s found, even if the vehicle moves.

V2Xx



Google

100
ITS
EU
ITS
ETSI
ITS
ITS
1
V2X

ETSI

3
USDoT
SIP
USDoT
ITS Forum
ITS
ITS
ID
V2C Vehicle ID | Vehicle ID Position PVID
V2C_A A Position P1 Cc, D
L=

| V2V communication range

V2C Vehicle ID V2C_A
Vehicle ID A
Positon Position P1
PV ID C, D




Camouflage data detection rate

ID 100%
1D
98%
96%
ID
94%
92%
90%
88%
1 2 3 4 5

Prescribed number of times (threshold value)

The Sixth International Conference on Advances in Vehicular
Systems, Technologies and Applications (VEHICULAR 2017) Best Paper Award

(DICOM02017)

2019 1
X
2019
DM2.0




22 17 5 8

Higashiyama Koki Kimura Kenta Babakarkhail Habibullah Sato Kenya 1

Safety and Efficiency of Intersections With Mix of Connected and Non-Connected Vehicles 2020

IEEE Open Journal of Intelligent Transportation Systems 29 34
DOI

10.1109/0J1TS.2020.2991464

Nishimaki Yuya Iwai Hisato Sato Kenya 11

Simulation Evaluation of Filtering Method for Improving Pedestrian Positioning Accuracy Using 2019
Signal Strengths

Wireless Sensor Network 81 94

DOl
10.4236/wsn.2019.116006

74 (2)

V2X 2020

249 254

DOl

2019

1054 1061

DOl




119 (345)

2019
31 36
DOI
, 60 (4)
« D 2020
194 203
DOI
10.14988/pa.2019.0000000518
, 60 (4)
« 2 2020
204 213
DOI
10.14988/pa.2019.0000000519
Kentaro Yamane, Hisato lwai, Hideichi Sasaoka, Shinsuke Ibi 2019
A simplified estimation method of propagation loss in V2V 2019
Proc. of International Symposium on Antennas and Propagation 1 2

DOl




119 (278)

, 2020
111 116
DOI
Shuntaro Azuma, Manabu Tsukada, and Kenya Sato 11-1
A Method of Misbehavior Detection with Mutual Vehicle Position Monitoring 2018
International Journal on Advanced in Internet Technology 82-91
DOI
Yousuke Watanabe, Kenya Sato, and Hiroaki Takada 2018
DynamicMap 2.0: A Traffic Data Management Platform Leveraging Clouds, Edges and Embedded 2018
Systems
International Journal on Intelligent Transport Systems Research 1-13
DOI
10.1007/s13177-018-0173-7
Shuntaro Azuma, Manabu Tsukada, and Kenya Sato 2018
Improvement of Misbehavior Detection Using Vehicle Reliability in V2X Network 2018
Proceedings of the Seventh International Conference on Advances in Vehicular Systems, 78-83

Technologies and Applications

DOl




Kenta Kimura, Shuntaro Azuma, and Kenya Sato 2018
Evaluation of Safety and Efficiency Simulation of Cooperative Automated Driving 2018
Proceedings of the Seventh International Conference on Advances in Vehicular Systems, 66-71
Technologies and Applications
DOI
, 72-10
ITS 2018
114-115
DOI
, , J101-B-9
MIMO 2018
B 717-729
DOI
10.14923/transcomj - 2018APP0010
, , J101-B-9
2018
B 706-716
DOI
10.14923/transcomj - 2018APP0015




J101-B-7

MIMO 2018
B 546-557
DOI
10.14923/transcomj . 2017WFP0004
Jaeyong Rho, Takuya Azumi, Mayo Nakagawa, Kenya Sato, Nobuhiko Nishio, 109
Scheduling Parallel and Distributed Processing for Automotive Data Stream Management System 2017
Journal of Parallel and Distributed Computing 286-300
DOI
10.1016/j . jpdc.2017.06.012
, , , 58, 1
2018
88-101
DOI
Shinnosuke Kimura and Kenya Sato 8-3
A Low-Load QoS Routing Method for OpenFlow Networks 2016
Communications and Network 144-157

DOl
10.4236/cn.2016.83015




Akihiro Yamaguchi, Yousuke Watanabe, Kenya Sato, Yukikazu Nakamoto, Yoshiharu Ishikawa, Honda 25

Shinya, and Hiroaki Takada

In-Vehicle Distributed Time-critical Data Stream Management System for Advanced Driver 2016

Assistance

Journal of Information Processing 107-120

DOl
10.2197/ipsjjip.25.107
, 116-406

2016
1-5

DOl

37 13 3

2019

2019




2019

AR

2019
ITS 2019
2019
ITS 2019

2019




ITS

2019

2019

18

2019

V2X

18

2019

V2X

18

2019




QuIC

18
2019
V2X
82
2020
, Habibullah Babak,
82
2020

ITS

2020




2019

2020

ITS

2020

2020




(DICOMO02018)

2018

2018

Connected & Automated Driving

ITS

2019

2018




2018 OSAKA ( )

2018

Kenya Sato

Realtime Probe Data on Dynamic Map for Traffic Management

ITS World Congress 2018

2018

ITS 2018

2018

V2X

(DICOMO02017)

2017




Shuntaro Azuma, Manabu Tsukada, Teruaki Nomura, and Kenya Sato

A Method of Detecting Camouflage Data with Mutual Vehicle Position Monitoring,

The Sixth International Conference on Advances in Vehicular Systems, Technologies and Applications

2017
loT
2017
80
2018
ITS
ITS

2018




2017

2017

15

2016

(DICOM02016)

2016




2016

Kenya Sato

Current and Future Trends in Connected Vehicles and Dynamic Maps,

he Fifteenth International Workshop on Assurance in Distributed Systems and Networks

2016

ITS ITS

2017

2017

518 (430-438)

ADAS




Akihiro Yamaguchi, Kenya Sato, Tatsuya Yamakawa, Shinya Honda, and Hiroaki Takada, et. al

2017

De Gruyter

230

Vehicle Systems and Driver Modelling

Publications: NIS Laboratory

http://nislab.doshisha.ac.jp/pub/pub2016/
http://nislab.doshisha.ac.jp/pub/pub2017/
http://nislab.doshisha.ac.jp/pub/pub2018/
http://nislab.doshisha.ac.jp/pub/pub2019/

http://nislab.doshisha.ac.jp/

(lwai Hisato)

(70411064) (34310)




