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Evaluation of the complexity of solving LWE problems and establishment of_
setting method of secure parameters for lattice-based homomorphic encryption

Yasuda, Masaya
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Lattice-based cryptography is a next-generation cryptography that is
resistant to quantum computers and is also applicable to construction of high-functional
cryptography such as homomorphic encryption. In particular, LWE-based schemes have excellent
processing performance. The security of lattice-based cryptography is based on the computational
hardness of lattice problems such as the shortest vector problem, but these problems are NP-hard and

only known as asymptotic complexity. In this research, we had developed new algorithms to
efficiently solve lattice problems such as the shortest vector and the LWE problems, and also
evaluated their performance by experiments. Furthermore, we had implemented LWE-based homomorphic
encryption schemes and demonstrated the performance in concrete applications such as secure matrix
multiplications and secure statistical processing.
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