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Online Learning Algorithms for Real-time Detection, Classification, and
Visualization of Cyberattacks
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In this project, we have proposed several online learning algorithms to
continuously perform the detection, classification, and visualization of cyberattacks by analyzing
communication packets observed by a large-scale darknet (i.e., unused IP address range) sensor,
while following the ever-evolving cyberattacks. In addition, we have developed three types of
adaptive attack-monitoring systems. The first is a DDoS backscatter monitoring system, which applies

communication traffic features in combination with support vector machines and deep neural networks
to achieve detection accuracy of 97% or more and high-speed learning characteristics. Moreover, we
have developed a new type of cyberattack monitoring systems that can detect unknown cyber-threats
and monitor changing behaviors of malware by association rule mining and the representation learning
of port-number embedding.
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