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Distribution of non-authentic media has become a potential threat in our
daily life. Its typical examples are a fraud by voice impersonation, and DeepFake videos. It is
therefore of great importance to protect the receivers of such non-authentic but skillfully
fabricated replicas of authentic media, called media clones, by means of media processing
technologies towards safe and reliable society. To realize a trusted communication system that can
defend against attacks of media clones, this research achieves the following goals: (A) development
of methods for protecting the privacy, biological, and environmental information to prevent fake
information generation, (B) generating various types of media clones such as audio, visual, text,
and social media derived from the fake information, (C) detection of media clones by recognizing
them. (D) modeling of media clone attacks, and (E) experimental evaluation for a total system and

its components.
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2019

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Neural source-filter-based waveform model for statistical parametric speech synthesis

IEEE International Conference on Acoustics, Speech, and Signal Processing (IEEE ICASSP2019)

2019

Yusuke Yasuda, Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigation of enhanced Tacotron text-to-speech synthesis systems with self-attention for pitch accent language

IEEE International Conference on Acoustics, Speech, and Signal Processing (IEEE ICASSP2019)

2019

Fuming Fang, Xin Wang, Junichi Yamagishi, and Isao Echizen

Audiovisual speaker conversion: jointly and simultaneously transforming facial expression and acoustic characteristics

IEEE International Conference on Acoustics, Speech, and Signal Processing (IEEE ICASSP2019)

2019




Thach V. Bui, Minoru Kuribayashi, Tetsuya Kojima, and Isao Echizen

Sublinear decoding schemes for non-adaptive group testing with inhibitors

Theory and Applications of Models of Computation (TAMC2019)

2019

Seiko Myojin and Noboru Babaguchi

Semiotic and logical approach for analysis of augmented world

Asia Pacific Workshop on Mixed and Augmented Reality (APMAR2019)

2019

1PSJ-ONE

2019

Tetsushi Ohki

Presentation attacks and its countermeasures on biometric authentication systems

BioPro A+ Workshop

2019




2019
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2019
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2019
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2019
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SPT

2019

SLP

2019
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2019

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigating neural source-filter waveform model for statistical parametric speech synthesis

SLP

2019




Seiko Myojin and Noboru Babaguchi

Modeling deceptive communication based on information flow

International Symposium on Artificial Life and Robotics (AROB2019)

2019

Hieu-Thi Luong, and Junichi Yamagishi

Scaling and bias codes for modeling speaker-adaptive DNN-based speech synthesis systems

IEEE Workshop on Spoken Language Technology (SLT2018)

2018

Kazuhiro Kono, Takaaki Yoshida, Shoken Ohshiro, and Noboru Babaguchi

Passive video forgery detection considering spatio-temporal consistency

International Conference on Information Assurance and Security (1AS2018)

2018

Darius Afchar, Vincent Nozick, Junichi Yamagishi, and Isao Echizen

MesoNet: a compact facial video forgery detection network

IEEE International Workshop on Information Forensics and Security (WIFS2018)

2018




Fuming Fang, Junichi Yamagishi, lsao Echizen, Md Sahidullah, and Tomi Kinnunen

Transforming acoustic characteristics to deceive playback spoofing countermeasures of speaker verification systems

IEEE International Workshop on Information Forensics and Security (WIFS2018)

2018

Hoang-Quoc Nguyen-Son, Huy H. Nguyen, Ngoc-Dung T. Tieu, Junichi Yamagishi, and Isao Echizen

Identifying computer-translated paragraphs using coherence features

Pacific Asia Conference on Language, Information and Computation (PACLIC2018)

2018

933

2018

SSI

2018




EMM

2018

Tateo Ogane and lIsao Echizen

BiometricJammer: Use of pseudo fingerprint to prevent fingerprint extraction from camera images without inconveniencing
users

IEEE International Conference on Systems, Man, and Cybernetics (SMC2018)

2018

Vishu Gupta, Masakatsu Nishigaki, and Tetsushi Ohki

Effective countermeasure against biometric spoofing attacks using unsupervised one-class learning

International Workshop on Informatics (IWIN2018)

2018

Seiko Myojin and Noboru Babaguchi

Initial consideration on human factor in security incident

International Workshop on Security (IWSEC2018)

2018




Hieu-Thi Luong and Junichi Yamagishi

Multimodal speech synthesis architecture for unsupervised speaker adaptation

Interspeech2018

2018

Massimiliano Todisco, Hector Delgado, Kong Aik Lee, Md Sahidullah, Nicholas Evans, Tomi Kinnunen, and Junichi Yamagishi

Integrated presentation attack detection and automatic speaker verification: common features and Gaussian back-end fusion

Interspeech2018
2018
DNN

2018

2018
s s , Xin Wang
Tacotron
2018

2018
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WaveNet

2018
2018

2018
2018
ASVspoof:

2018
2018

Kazuaki Nakamura, Eiji Miyazaki, Naoko Nitta, and Noboru Babaguchi

Generating handwritten character clones from an incomplete seed character set using collaborative filtering

International Conference on Frontiers in Handwriting Recognition (ICFHR2018)

2018




Huy H. Nguyen, Ngoc-Dung T. Tieu, Hoang-Quoc Nguyen-Son, Vincent Nozick, Junichi Yamagishi, and Isao Echizen

Modular convolutional neural network for discriminating between computer-generated images and photographic images

International Conference on Availability, Reliability and Security (ARES2018)

2018

Jeongwoo Lim, Naoko Nitta, Kazuaki Nakamura, and Noboru Babaguchi

Collecting real-time geospatial information from streaming geotagged tweets

21 MIRU2018
2018
GAN

21 MIRU2018
2018

21 MIRU2018

2018




Huy H. Nguyen, Ngoc-Dung T. Tieu, Hoang-Quoc Nguyen-Son, Junichi Yamagishi, and Isao Echizen

Transformation on computer-generated facial image to avoid detection by spoofing detector

IEEE International Conference on Multimedia and Expo (ICME2018)

2018

BioX

2018

Jaime Lorenzo-Trueba, Junichi Yamagishi, Tomoki Toda, Daisuke Saito, Fernando Villavicencio, Tomi Kinnunen, and Zhenhua Ling

The voice conversion challenge 2018: promoting development of parallel and nonparallel methods

The Speaker and Language Recognition Workshop (Odyssey2018)

2018

Jaime Lorenzo-Trueba, Fuming Fang, Xin Wang, Isao Echizen, Junichi Yamagishi, and Tomi Kinnunen

Can we steal your vocal identity from the internet?: initial investigation of cloning Obama’ s voice using GAN, WaveNet and
low-quality found data

The Speaker and Language Recognition Workshop (Odyssey2018)

2018




Hector Delgado, Massimiliano Todisco, Md Sahidullah, Nicholas Evans, Tomi Kinnunen, Kong Aik Lee, and Junichi Yamagishi

ASVspoof 2017 version 2.0: meta-data analysis and baseline enhancements

The Speaker and Language Recognition Workshop (Odyssey2018)

2018

Tomi Kinnunen, Jaime Lorenzo-Trueba, Junichi Yamagishi, Tomoki Toda, Daisuke Saito, Fernando Villavicencio, and Zhenhua Ling

A spoofing benchmark for the 2018 voice conversion challenge: leveraging from spoofing countermeasures for speech artifact
assessment

The Speaker and Language Recognition Workshop (Odyssey2018)

2018

Tomi Kinnunen, Kong Aik Lee, Hector Delgado, Nicholas Evans, Massimiliano Todisco, Md Sahidullah, Junichi Yamagishi, and
Douglas A. Reynolds

t-DCF: a detection cost function for the tndem assessment of spoofing countermeasures and automatic speaker verification

The Speaker and Language Recognition Workshop (Odyssey2018)

2018

Xin Wang, Jaime Lorenzo-Trueba, Shinji Takaki, Lauri Juvela, and Junichi Yamagishi

A comparison of recent waveform generation and acoustic modelling methods for neural-network-based speech synthesis

IEEE International Conference on Acoustics, Speech, and Signal Processing (I1CASSP2018)

2018




Gustav Eje Henter, Jaime Lorenzo-Trueba, Xin Wang, Mariko Kondo, and Junichi Yamagishi

Cyborg speech: deep multilingual speech synthesis for generating segmental foreign accent with natural prosody

IEEE International Conference on Acoustics, Speech, and Signal Processing (I1CASSP2018)

2018

Fuming Fang, Junichi Yamagishi, lsao Echizen, and Jaime Lorenzo-Trueba

High-quality nonparallel voice conversion based on cycle-consistent adversarial network

IEEE International Conference on Acoustics, Speech, and Signal Processing (I1CASSP2018)

2018

2018

2018

2018

2018
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2018




Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigation of WaveNet for text-to-speech synthesis

SLP

2018

Jaime Lorenzo-Trueba, Xin Wang, and Junichi Yamagishi

Stealing your vocal identity from the internet: cloning Obama®s voice from found data using GAN and WaveNet

SLP

2018

Gustav Henter, Jaime Lorenzo-Trueba, Xin Wang, Kondo Mariko, and Junichi Yamagishi

Generating segment-level foreign-accented synthetic speech with natural speech prosody

SLP

2018

, Jaime Lorenzo-Trueba, ,

CycleGAN

SLP

2018




Seiko Myojin and Noboru Babaguchi

Formulating what a deceived person thinks

International Symposium on Artificial Life and Robotics AR0B2018

2018

MVE

2018

Ngoc-Dung T. Tieu, Huy H. Nguyen, Hoang-Quoc Nguyen-Son, Junichi Yamagishi, and Isao Echizen

An approach for gait anonymization using deep learning

IEEE International Workshop on Information Forensics and Security (WIFS2017)

2017

Nicolas Rahmouni, Vincent Nozick, Junichi Yamagishi, and Isao Echizen

Distinguishing computer graphics from natural images using convolution neural networks

IEEE International Workshop on Information Forensics and Security (WIFS2017)

2017




Hoang-Quoc Nguyen-Son, Ngoc-Dung T. Tieu, Huy H. Nguyen, Junichi Yamagishi, and Isao Echizen

Identifying computer-generated text using statistical analysis

Asia-Pacific Signal and Information Processing Association Annual Summit and Conference (APSIPA ASC2017)

2017

Frederik Mollers, Stephanie Vogelgesang, Jochen Kruger, lIsao Echizen, and Christoph Sorge

Modelling traffic analysis in home automation systems

International Conference on Cryptology and Network Security (CANS2017)

2017

Jaime Lorenzo-Trueba, Gustav Henter, Shinji Takaki, and Junichi Yamagishi

Analyzing the impact of including listener perception annotations in RNN-based emotional speech synthesis

SLP

2017

CycleGAN

SLP

2017




Shimon Machida, Adrian Dabrowski, Edgar Weippl, and Isao Echizen

PrivacyTag: a community-based method for protecting privacy of photographed subjects in online social networks

IFIP Conference on e-Business, e-Services and e-Society (13E2017)

2017

SSI

2017

ASVspoof:

7 SBRA2017

2017

BiometricJammer:

7 SBRA2017

2017




EMM

2017

Tateo Ogane and lIsao Echizen

BiometricJammer: preventing surreptitious fingerprint photography without inconveniencing users

International Joint Conference on Biometrics (1JCB2017)

2017

Raphael R. Toledo, George Danezis, and Isao Echizen

Mix-ORAM: using delegated shuffles

Workshop on Privacy in the Electronic Society (WPES, held in conjunction with the ACM CCS conference)

2017

SPT

2017




MVE

2017

RBM

2017

2017

Xin Wang, Shinji Takaki, and Junichi Yamagishi

An RNN-based quantized FO model with multi-tier feedback links for text-to-speech synthesis

Interspeech2017

2017

Tomi Kinnunen, Md Sahidullah, Hector Delgado, Massimiliano Todisco, Nicholas Evans, Junichi Yamagishi, and Kong Aik Lee

The ASVspoof 2017 challenge: assessing the limits of replay spoofing attack detection

Interspeech2017

2017




Toru Nakashika, Shinji Takaki, and Junichi Yamagishi

Complex-valued restricted Boltzmann machine for direct learning of frequency spectra

Interspeech2017

2017

Hoang-Quoc Nguyen-Son and lIsao Echizen

Detecting computer-generated text using fluency and noise features

Conference of the Pacific Association for Computational Linguistics (Pacling2017)

2017

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Autoregressive quantized FO modeling using a recurrent neural network with feedback links

SP

2017
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2017
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2017

RBM:

SLP

2017
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2017

Masato Yoshitake, Naoko Nitta, Kazuaki Nakamura, and Noboru Babaguchi

Extracting real-world observations from microblog

IEEE International Conference on Multimedia Big Data (BigMM2017)

2017




Takuya Kamimura, Naoko Nitta, Kazuaki Nakamura, and Noboru Babaguchi

On-line geospatial term extraction from streaming geotagged tweets

IEEE International Conference on Multimedia Big Data (BigMM2017)

2017

Isao Echizen

PrivacyVisor: Privacy protection for preventing face detection from camera images

Workshop on Obfuscation

2017

Isao Echizen

Security and privacy challenges at border between cyber and physical worlds

Program for Interdisciplinary Key-Research International Symposium “ Research Platform for Yotta-Scale Data Science”

2017

2017

2017
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2017
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2017




BiometricJammer:

2017

Hieu-Thi Luong, Shinji Takaki, Gustav Eje Henter, and Junichi Yamagishi

Adapting and controlling DNN-based speech synthesis using input codes

IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP 2017)

2017

Xin WangVShinji Takaki, and Junichi Yamagishi

An auto regressive recurrent mixture density network for parametric speech synthesis

IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP 2017)

2017

Tomi Kinnunen, Lauri Juvela, Paavo Alku, and Junichi Yamagishi

Non-parallel voice conversion using I-vector PLDA: towards unifying speaker verification and transformation

IEEE International Conference on Acoustics, Speech and Signal Processing (ICASSP 2017),

2017




Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigation on an autoregressive recurrent mixture density network for parametric speech synthesis

SLP

2017

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigation of using the highway network to predict the FO trajectory for text-to-speech synthesis

The 5th Joint Meeting of the Acoustical Society of America and the Acoustical Society of Japan

2017

Kojiro Fujii, Kazuaki Nakamura, Naoko Nitta, and Noboru Babaguchi

A framework of privacy-preserving image recognition for image-based information services

International Conference on MultiMedia Modeling (MMM 2017)

2017

Thach V. Bui, Tetsuya Kojima, and Isao Echizen

Efficiently decodable defective items detected by new model of noisy group testing

International Symposium on Information Theory and Its Applications (ISITA 2016)

2016




PrivacyVisor:

SBRA2016

2016

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigating the impact of a neural network®s depth on spectral and FO modelling for parametric speech synthesis

SP

2016

Yuichi Kusama, Hyunho Kang, Keiichi lwamura, and Isao Echizen

Privacy-protected video surveillance in crowded environments using robust watermarking

IEEE Global Conference on Consumer Electronics (IEEE GCCE 2016)

2016

YuFeng Yan, Hyunho Kang, Kelichi lIwamura, and Isao Echizen

Image watermarking using the differences between two wavelet filters

IEEE Global Conference on Consumer Electronics (IEEE GCCE 2016)

2016




Natsuki Kokui, Hyunho Kang, Keiichi lwamura, and lsao Echizen

Best embedding direction for spread spectrum-based video watermarking

IEEE Global Conference on Consumer Electronics (IEEE GCCE 2016)

2016

BiometricJammer:

2016 CSS2016

2016

Lauri Juvela, Xin Wang, Shinji Takaki, SangJin Kim, Manu Airaksinen, and Junichi Yamagishi

The NIl speech synthesis entry for Blizzard Challenge 2016

Blizzard Challenge workshop 2016

2016

Xin Wang, Shinji Takaki, and Junichi Yamagishi

Investigating very deep highway networks for parametric speech synthesis

ISCA Workshop on Speech Synthesis (Satellite workshop after Interspeech 2016)

2016




Xin Wang, Shinji Takaki, and Junichi Yamagishi

A comparative study of the performance of HMM, DNN, and RNN based speech synthesis systems trained on very large speaker-
dependent corpora

ISCA Workshop on Speech Synthesis (Satellite workshop after Interspeech 2016)

2016

Eina Hashimoto, Masatsugu Ichino, Tetsuji Kuboyama, Isao Echizen, and Hiroshi Yoshiura

Breaking anonymity of social network accounts by using coordinated and extensible classifiers based on machine learning

IFIP Conference on e-Business, e-Services and e-Society (I13E 2016)

2016

Tomoki Toda, Ling-Hui Chen, Daisuke Saito, Fernando Villavicencio, Mirjam Wester, Zhizheng Wu, and Junichi Yamagishi

The Voice Conversion Challenge 2016

Interspeech 2016

2016

Mirjam Wester, Zhizheng Wu, and Junichi Yamagishi

Analysis of the Voice Conversion Challenge 2016 evaluation results

Interspeech 2016

2016




Toan Thinh Truong, Duong Tien Phan, Minh Triet Tran, Anh Duc Duong, and Isao Echizen

Provable user authentication scheme in telecare medicine information system using elliptic curve cryptosystem

International Conference on Availability, Reliability and Security (ARES 2016)

2016

Isao Echizen

Security and privacy challenges at border between cyber and physical worlds

European Forum Alpbach 2016

2016

Sayaka Shiota, Fernando Villavicencio, Junichi Yamagishi, Nobutaka Ono, Isao Echizen, and Tomoko Matsui

Voice liveness detection for speaker verification based on a tandem single/double-channel POP noise detector

The Speaker and Language Recognition Workshop (Odyssey 2016)

2016

Xin Wang, s
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SLP

2016




EMM

2016

Md Sahidullah, Hector Delgado, Massimiliano Todisco, Tomi Kinnunen, Nicholas Evans, Junichi 2019

Yamagishi, and Kong-Aik Lee

Springer

20

Introduction to voice presentation attack detection and recent advances

2017
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