(®)
2016 2019

PUF

Effective Acquisition of Authentication Information before Shipping for
Verification of Authenticity using PUF Technology
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In this work, we worked on the authentication data collection before
shipping of the authentication technology, PUF(Physical Unclonable Function). PUF technology needs
to acquire the authentication data from the fabricated LSIs before shipping the products. In
addition, PUFs needed to be protected from the attack to extract the authentication data after
shipping.

Thepgea%ure of this work is adopting BIST(Built-In Self Test) technology, and preventing from
exploiting the BIST circuits for the attack after shipping by destroying the BIST circuit after the
test before shipping. We proposed the circuit structures of BIST circuit with disabling structure.
The PUF circuit including the proposed BIST circuit was implemented on the circuit simulation and
operation of the whole PUF circuit was validated on the circuit simulation.
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(TRNG: True Random Number Generator)
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