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Application of Quantum Algorithms for Lattice Problems to Post-Quantum
Cryptography and Quantum Artificial Intelligence
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We proposed algorithms for chptanalyzing the LWE cryptography under certain
conditions. The LWE cryptography is a candidate of the next-generation public-key cryptography and
is considered as being secure against a quantum computer. Three algorithms are proposed. Two of them
are hybrid algorithms for a gate-type quantum computer and a classical computer, and the other is a
hybrid algorithm for a quantum annealing machine and a classical computer. In addition, we proposed
a method of applying those algorithms to learning the deep neural networks. We implemented the
third algorithm on a computer and succeeded in solving the smallest dimensional problem of TU
Darmstadt LWE Challenge, which is a famous benchmark site of LWE problems.
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