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Spoofing and unauthorized access on the Internet are issues that need to be
resolved to prevent crime, and strengthening online authentication is required as a countermeasure.
In this research, we assume vulnerabilities of terminals and servers, and combine transaction
authentication, which prevents tampering with a series of processes, and multi-factor
authentication, which uses multiple authentication systems together. By using these methods together

and applying them to the federated ID framework based on single sign-on technology, we propose a
highly secure next-generation federated authentication architecture that does not allow unauthorized
access and attacks only one vulnerability. We examined how to realize the system.
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