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[Purpose and Background of the Research]

The purpose of this research is to improve the
resilience of the IoT (Internet of Things) systems by
considering the circulation of the security state,
transited by physical attacks on an IoT device, as
the function of IoT ecosystem. Cryptographic
devices in the IoT era face the threat of new
physical attacks that appear one after another.
Laser-based fault attacks are known to be one of
the most serious physical attacks against
cryptographic IC (Integrated Circuit). If the
attacker's ability becomes even higher, we must
assume the probing attack that directly reads out
intermediate values in IC. In this research, we
develop a leakage sensor in order to measure the
security state of the key in the cryptographic device,
and in each layer of the cryptographic primitive,
algorithm, and protocol, we aim to improve the
resilience that recovers the IoT system lithely to the
normal state even if partial key leakage occurs.

[Research Methods]

We set two specific research topics. The first is the
proper introduction of cryptographic technology
into IoT systems with physical attack
countermeasures in mind. We plan to build a
leakage detection technology to check whether the
cryptographic key is in a normal condition and
leakage-resilient cryptography to withstand key
leakage by physical attacks.

The second topic is about the key lifecycle and
resilience enhancement of IoT ecosystem. Based on
the position that key leakage is inevitable, we
consider the expansion of leakage-resilient
cryptography that resists physical attacks even if
the key leakage is suspected and its collaboration
with the key distillation technology that extracts a
secure key from a partially-leaked key.

The core technology in this research 1is
cryptography and leakage sensor. In 2019, we
design the first leakage sensor applying the optical
sensor and the electromagnetic wave sensor and
perform the operation verification and the security
evaluation. In 2021, we develop a cryptographic
device embedded with a leakage sensor and conduct

leakage-resilient
and leakage

collaborative  research  on
cryptography, key distillation,
detection technology.

[Expected Research Achievements and

Scientific Significance]

We expect to create novel IoT devices with
physical attack countermeasures by integrating
sensor and cryptographic technology. Theoretical
research leads advanced topic such as the
construction of a security proof technique
incorporating physical parameters and
information distillation excluding leaked key
information. By combining the results of practical
research and theoretical research, we believe that
the circulation of the security state of the
cryptographic key is achievable as one aspect of
the IoT ecosystem.

The leakage sensor developed in this research is a
technology that bridges physical and mathematical
aspects around detection of the probing attack and
can be said to be a new concept enabling a
collaboration between different research fields.
Namely, this research project functions as a source
of academic knowledge creation related to
countermeasures against physical attacks.
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