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We analyzed measured data of Web communications consisting of a large number
of encrypted connections, and investigated a method for identifying the service types used by
users. We found that, among the features that can be extracted from the encrypted packet capture
data, the maximum, mean, median, and variance with respect to the number of bytes and packets per
connection are the most effective features for service identification using machine learning models.

A semi-supervised learning, adversarial self-coder-based network intrusion detection system is
proposed and its performance is evaluated on the NSL-KDD dataset. We found that the proposed method
can achieve the same performance as a multi-layer perceptron-based network intrusion detection
system with only 0.1% of the labeled data samples in the training dataset, reducing the number of

supervised data samples that need to be manually labeled.
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