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We constructed an environment to execute Spectre, an attack targeting the
speculative execution function of out-of-order processors, using gem5, a cycle-accurate processor
simulator, to obtain its instruction profiles. Furthermore, we modeled the mechanism and identified
the successful locations of the attack mechanism in the traces executed by the processor simulator.
We then implemented countermeasures against the attacks in software and visualized the impact on
performance when these countermeasures were implemented by running them on the simulator. This

revealed the overhead of the countermeasures in software and enabled comparison of the overhead with
countermeasures at the hardware level.
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