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研究成果の概要（和文）：差分プライバシーは、プライバシー標準として広く研究・展開されています。本プロ
ジェクトでは、時空間データに対して差分プライバシーを適用する際の潜在的なリスクと効用の不十分さを示し
ます。時空間データのための新しい柔軟なプライバシー概念、例えば、Geo-graph-indistinguishability
（DBSec 2019、IEICE 2023）、時空間イベントプライバシー（IEEE ICDE 2019、IEEE TKDE 2019）、およびポリ
シーベースの位置プライバシー（ESORICS 2020）を提案し、プライバシーと厳密性と柔軟性のトレードオフをよ
り良く達成できます。

研究成果の概要（英文）：Differential Privacy has been extensively studied and deployed as the de 
facto privacy standard for preserving data privacy during collection and analysis. In this project, 
we demonstrate the potential risks and utility insufficiency of Differential Privacy when applied to
 spatiotemporal data. We propose new, flexible privacy notions for spatiotemporal data, such as 
Geo-graph-indistinguishability (DBSec 2019, IEICE 2023), Spatiotemporal Event Privacy (IEEE ICDE 
2019, IEEE TKDE 2019), and Policy-based Location Privacy (ESORICS 2020) to achieve a better 
privacy-utility tradeoff.

研究分野： データベース

キーワード： 差分プライバシ　時空間データ

  ２版

令和

研究成果の学術的意義や社会的意義
時空間データの収集と分析は、多くの研究分野や新興産業の基盤となっており、例えば、スマートシティ、交通
予測、人流統計、クラウドソーシング、自動運転などがあります。しかし、プライバシーは無視できない障壁と
なることが多いです。本研究の成果は、時空間データ駆動型の科学技術の発展を支援することができます。

※科研費による研究は、研究者の自覚と責任において実施するものです。そのため、研究の実施や研究成果の公表等に
ついては、国の要請等に基づくものではなく、その研究成果に関する見解や責任は、研究者個人に帰属します。
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１．研究開始当初の背景 

 

In recent decades, privacy breaches have been on the rise, leading to significant financial losses 
for companies and a decrease in trust towards big data technologies. This has prompted 
researchers to study how to formally define privacy and how to achieve it. Introduced by Dwork 
in 2006, Differential Privacy (DP) has emerged as a provable privacy definition and has been 
widely studied across multiple research communities, ranging from cryptography to database 
management. It has become the de facto standard for privacy-preserving data analysis. For 
instance, Google, Apple, and the U.S. Census Bureau have recently adopted DP techniques for 
collecting large-scale personal data. 
 
Differential Privacy (DP) as a rigorous privacy definition has garnered increasing attention. Many 
studies employ traditional DP mechanisms, such as the Laplace mechanism and Exponential 
mechanism, as primitives to release information from sensitive data. These mechanisms implicitly 
assume that data are independent. However, real-life data tend to be spatiotemporally correlated, 
and such correlations may result in unexpected privacy leakage. Determining how to properly 
achieve DP under spatiotemporal correlations remains an open problem. 
 

２．研究の目的 

 

We are examining the scenario of using DP to collect and analyze spatiotemporal data. The central question 

is: how can we properly achieve ε-DP under spatiotemporal data? We have divided this question into three 

sub-questions as follows: 

• What are the privacy risks associated with traditional DP mechanisms when considering spatiotemporal 

correlations? 

• How can we enhance traditional DP mechanisms to mitigate these privacy risks? 

• Do the enhanced DP mechanisms offer composability and maintain bounded privacy leakage? 

 

３．研究の方法 

 

Method 1. Assessing attack-based privacy risks of DP under spatiotemporal data. 

 

We evaluate the vulnerability of traditional ε-DP mechanisms by simulating adversaries who possess 

knowledge of spatiotemporal correlations and various adversarial goals. For example, given a specific ε, 

we assess the probability of users' true data being accurately inferred (i.e., the adversarial goal is data 

reconstruction) from the perturbed data output by a traditional ε-DP mechanism. 

 

Method 2. Designing enhanced DP mechanisms to mitigate the above privacy risks and improve data utility. 

 

We aim to develop a generic method called "sensitivity analysis on correlated data" for calculating an 

appropriate (smaller) ε to strengthen traditional DP mechanisms and control the aforementioned privacy 

risks. Since a smaller ε implies larger perturbation, it is necessary to enhance the utility of the perturbed 

data. 

 

Method 3. Formalizing theoretical properties (composability and upper bound) of the above mechanisms. 

 

These properties have been well-established in traditional DP but remain open questions under 

spatiotemporal correlations. Our new composition theorem demonstrates the overall privacy guarantee of 

a complex algorithm that uses the enhanced DP mechanisms as primitives. The upper bound indicates the 

worst leakage of the enhanced DP mechanisms given varying strengths of spatiotemporal correlations. 

 

４．研究成果 

 

Building on the methods discussed earlier, we have proposed the following three flexible privacy notions 

for spatiotemporal data: 

1. Geo-graph-indistinguishability for spatiotemporal data on road networks (DBSec 2019, IEICE 

2023), 

2. Spatiotemporal Event Privacy for customizable privacy preferences (IEEE ICDE 2019, IEEE 

TKDE 2019), and 



3. Policy-based Location Privacy for a unified location privacy framework (ESORICS 2020). 

 

More details are presented below. 

 

4.1 Numerous methods have been proposed to protect location privacy over the past few decades. In 

particular, perturbation methods based on Geo-Indistinguishability (GeoI), which randomly perturb a true 

location to a pseudo-location, have garnered attention due to their strong privacy guarantee inherited from 

differential privacy. However, GeoI is based on the Euclidean plane, even though many LBSs are based on 

road networks (e.g., ride-sharing services). This results in unnecessary noise and an insufficient tradeoff 

between utility and privacy for LBSs on road networks. To address this issue, we propose a new privacy 

notion, Geo-Graph-Indistinguishability (GeoGI), for locations on a road network to achieve a better tradeoff. 

We introduce the Graph-Exponential Mechanism (GEM), which satisfies GeoGI. Furthermore, we 

formalize the optimization problem for finding the optimal GEM in terms of the tradeoff. However, the 

computational complexity of a naive method for finding the optimal solution is prohibitive, so we propose 

a greedy algorithm to find an approximate solution within an acceptable timeframe. Finally, our 

experiments demonstrate that our proposed mechanism outperforms GeoI mechanisms, including the 

optimal GeoI mechanism, with respect to the tradeoff. 

 

4.2 Location privacy-preserving mechanisms (LPPMs) have been extensively studied for protecting users' 

location privacy by releasing a perturbed location to third parties, such as location-based service providers. 

However, when a user's perturbed locations are released continuously, existing LPPMs may not protect 

sensitive information about the user's real-world activities, such as visiting a hospital in the past week or 

regularly commuting between locations A and B every weekday (it is easy to infer that location A and 

location B may be home and office). We refer to this as spatiotemporal events. In this paper, we first 

formally define spatiotemporal events as Boolean expressions between location and time predicates, and 

then we define ε-spatiotemporal event privacy by extending the notion of differential privacy. Second, to 

understand how much spatiotemporal event privacy existing LPPMs can provide, we design 

computationally efficient algorithms to quantify the spatiotemporal event privacy leakage of state-of-the-

art LPPMs. It turns out that existing LPPMs may not adequately protect spatiotemporal event privacy. Third, 

we propose a framework, PriSTE, to transform an existing LPPM into one that protects spatiotemporal 

event privacy by calibrating the LPPM's privacy budgets. Our experiments on real-life and synthetic data 

verify that the proposed method is effective and efficient. 

 

4.3 Location privacy has been extensively studied in the literature. However, existing location privacy 

models are either not rigorous or not customizable, which limits the trade-off between privacy and utility 

in many real-world applications. To address this issue, we propose a new location privacy notion called 

PGLP, i.e., Policy Graph-based Location Privacy, providing a rich interface to release private locations with 

customizable and rigorous privacy guarantees. First, we design rigorous privacy for PGLP by extending 

differential privacy. Specifically, we formalize location privacy requirements using a location policy graph, 

which is expressive and customizable. 
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