2019 2021

Protection method of name privacy in the Intrnet
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The study designs a name encryption framework for ICN (Information Centric
Networking) as a future Internet architecture, which is a promising future Internet architecture.
This framework prevents adversaries, i.e., eavesdroppers on links, from knowing plaintext content
names. That is, leakage of privacy to such adversaries is protected. The contributions are twofold:
First, we design an encryption scheme with multiple secret keys to enhance resiliency against
frequency and name guessing attacks, which leverage the information about the content popularity
distribution. The scheme makes such attacks difficult by increasing the number of encrypted names,
which preserves the communication performance. Second, we implement the prototype of the encryption
scheme on a programmable switch. The implementation achieves 1 T bps forwarding speed and suEports
tens of thousands content providers. As a result, the study validates that the encryption scheme can

be deployed at the Internet scale.
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