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Exploration for mathematical attacks against isogeny-based cryptography and
their complexity analysis
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Isogeny-based cryptography is one of the candidates for quantum-safe
cryptography. In this research, we developed several mathematical attacks against isogeny problems
that support the security of isogeny-based cryptography. We also analyzed their computational
complexity based on implementation results. Specifically, we reduced the general isogeny problem to
a system of algebraic equations, and solved the system using Groebner basis calculation algorithms.
We also reported the running time for breaking SIKE by our method. Furthermore, we succeeded in
speeding up the constructive Deuring correspondence calculation for supersingular elliptic curves
over finite fields. We also developed and implemented an algorithm for computing the endomorphism
ringlof a supersingular elliptic curve, which is equivalent to solving the isogeny path-finding
problem.
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SIKE ,
Velu
[1] Schoof
Magma
SIKE
3" SIKE
2] ; | SIKE
Isogeny Pure MITM (Section 3) Our hybrid MITM (Section 4)
degrees || Using factorization | Using auxiliary | Algebraic || Using factorization | Using auxiliary
3° of ®3(X, j) torsion points | approach of @3(X, j) torsion points
36 5.64 0.75 1.04 Same as
? (Tey2 = 45KB) (Te/2 =~ 4.5KB) : algebraic approach
38 16.12 0.93 1,61 Same as
’ (13.5 KB) (13.5 KB) i algebraic approach
310 48.98 1.5 794 Same as
(40.5 KB) (40.5 KB) algebraic approach
312 150.48 3.13 175.63 44.94 29.15
(121.5 KB) (121.5 KB) : (T7 ~1.5 KB) (T7 ~1.5 KB)
466.81 7.92 256.72 129.56
14
3 (364.5 KB) (364.5 KB) AL (4.5 KB) (4.5 KB)
316 1593.41 22.58 > 1da 2372.04 8§80.12
‘ (1.1 MB) (1.1 MB) ¥ (13.5 KB) (13.5 KB)
318 7719.86 69.14 16921.01 5256.39
: (3.3 MB) (3.3 MB) (40.5 KB) (40.5 KB)
60743.42 230.07 38082.70
20
2 (10 MB) (10 MB) F Ly (121.5 KB)
poe 883.52
3 > 1 day (30 MB) >1 day
324 5375.75
(89 MB)
326 46248.28
(266 MB)
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Bitsizes Original KLPT alg. Modified KLPT alg. T = BD1ogp
of p Average Std. Dev. Average Std. Dev. (8 = 0.0015)
30 98.201 66.304 26.087 18.494 68.766 (D = 55)
35 259.885 155.900 94.246 53.305 121.908 (D = 61)
40 523.616 314.720 200.884 71.164 201.710 (D = 67)
45 1091.260 430.645 252.944 124.920 316.207 (D = T73)
50 1318.407 757.091 490.048 248.837 474.628 (D =~ 78)
55 N/A N/A 687.450 212.870 687.440 (D = 84)
60 N/A N/A 991.315 366.778 966.384 (D =~ 89)
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Total running time (seconds)

—e— Case of using the original KLPT algorithm
—e— Case of using our modified KLPT algorithm

Expected line based on complexity analysis
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Bit-size| Upper Average running time (seconds) Average of
of p |bound D[ /Finding cycles|Transformation| Total time |#isogeny cycles
10 60 3.69 1.26 4.95 5.1
15 30 15.10 2.07 17.17 3.9
20 120 122.16 21.02 143.18 7.0
25 160 262.85 96.45 359.29 11.1
30 200 3842.54 124.61 3967.15 18.7
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