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With the help of blockchain technology, the cryptocurrency system Bitcoin
achieves consensus on the ledger among anonymous users in a distributed manner. We focus on the
interruption risk of the competitive information diffusion mechanism, which plays one of the key
roles in achieving the tamper-proof nature of blockchain. In particular, with the help of the
deterministic nonlinear model for the propagation of infectious diseases in mathematical
epidemiology, we have developed standby-interrupted-retrieved-attackable (SIRA) models. Through

numerical evaluation, we have quantitatively revealed the interruption risk and further proposed
countermeasures against it.
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