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Research on network systems to counter cyber attacks using machine learning

Kimura, Tomotaka

13,800,000

DoS

loT

Cyber attacks using machine learning will appear in the near future, and the
number of victims will increase exponentially. Machine learning is advancing rapidly day by day,
and the cyber attacks would become an immeasurable threat. To counter such cyber attacks, this study
clarified how cyber attacks affect network performance by modeling cyber attacks. As a
countermeasure in the network, we proposed a routing scheme to mitigate DoS attacks. Furthermore, we
proposed a phishing detection method, a malware detection method, and a web page anomaly detection
method as network edge countermeasures.
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HDBSCAN (Hierarchical Density-Based Spatial
Clustering of Applications with Noise) Deep SVDD (Support Vector Data Description)
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