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A Novel Electromagnetic Liveness Detection System against High-Level Fingerprint
Spoof Attacks using Machine Learning for Fingerprint Authentication Systems
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In recent years, spoofing attacks against fingerprint authentication
technologies caused by fake fingerprints have been reported and raised severe social security
issues. This report describes systematic countermeasures for fingerprint authentication systems. A
multi-ring liveness detection sensor was proposed to improve the detection accuracy, and
measurements were carried out for human and fake fingers to evaluate the effectiveness of the
proposed sensor. Also, a modified C-type sensor and a coplanar-type sensor were designed and
fabricated for the measurements. Besides, we have proposed a novel two-step judgment method to
improve detection accuracy and assessed the accuracy to demonstrate the effectiveness of the
p(Oﬁosed algorithm. We have also developed and evaluated unique person-specific temﬁlates generated
with the sensor’ s scattering responses for the frequency range from 9.5 GHz through 14 GHz using a
neural network to enhance the overall detection accuracy for the system.
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