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In this research project, we focused on security evaluation for the
practical use of post-quantum cryptography (PQC). In particular, we developed and improved several
decoding algorithms for the approximation of shortest vector problem (SVP), which is the security
evidence for lattice-based cryptography, one of the most promising candidates for PQC. We achieved a

world record of 158 dimensions in the SVP decoding challenge organized by the Technical University
of Darmstadt, Germany. Furthermore, we also improved ENUM (a lattice search algorithm) and Tuple
Sieve (a sieve method) to reduce their computational and memory costs, respectively. In addition, we
evaluated the security of random number reuse attacks against the lattice-based CRYSTALS-KYBER and
SABER. As a result, we obtained a 100% success rate while the number of queries was less than 6.
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