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()"*+,-.°012In this study, we proposed a method for automatically inserting 
check statements for access control into a given recursive program according to a given 
security specification.  A history-based access control (HBAC) was assumed as the 
access control model.  A security specification is given in terms of information flow.  
We say that a program P satisfies a specification S if P is type-safe when we consider 
each security class in S as a type.  We first defined the problem as the one to insert 
check statements into a given program P to obtain a program P’ that is type-safe for a 
given specification S.  This type system is sound in the sense that if a program P is 
type-safe for a specification S, then P has noninterference property for S.  Next, the 
problem was shown to be co-NP-hard and we proposed a fix-point computation 
algorithm for solving the problem.  The experimental results based on our 
implemented system showed that the proposed method can work within reasonable 
time. 
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検証対象
プログラム

有限状態モデル

無限状態モデル

近似
検証 失敗
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　かどうか不明）

検証 成功
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z := g()[Ø,Ø]check[{p}] check[{q}]

SP(main)={p, q, r}

return

if (y=0)
n1

n0

main()

n3

x := f()[Ø,Ø]

n2

n4 fi

n5

n11

g()

SP(g)={p}

return

SP(f)={p, q}

return

if (w=0)n6

f()

n8n7

n9 fi

n10

z := 1

n0

n6 n0

n7 n0

n9 n0

n10 n0

n1

n2

n8 n0

n8 n0n11

{p, q, r}

{p, q}

{p, q}

{p, q}

{p, q}

{p, q}

{p, q}

{p, q}

{p}

n9 n0

n10 n0

n1

n3

{p}

{p}

{p}

{p}

n4

{p, q}

abort!

current permissions

n3

{p, q}

n2

{p}

n4

{p}

n5

{p, q}

n5

{p}

control stack
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if low >0

x11:= f10()x10:= f11()

fi
if low >0

x21:= f20()x20:= f21()

fi

...

if low >0

xn1:= fn0()xn0:= fn1()

fi

main()

if low >0

checkcheck

fi

if xc12 >0
checkcheck

fi

if xc13 >0

checkcheck

fi

if xc11 >0

if low <10

fi
fi

...

if low >0

checkcheck

fi

if xcm2 >0
checkcheck

fi

if xcm3 >0

checkcheck

fi

if xcm1 >0

if low <10

fi
fi

y:= h

out:= y

return

input_channel  h:H;
output_channel out:L;
local_variable

        x10,x20,...,xn0,

        x11,x21,...,xn1,
        low,y;

ret:= h

return

fik()
A

B

C

 0

 200000

 400000

 600000

 800000

 1e+06

 0  20  40  60  80  100  120  140  160  180  200
k

number of reachable stack frames

pi_a(k)
pi_b(k)

 0
 10
 20
 30
 40
 50
 60
 70
 80
 90

 100
 110
 120

 0  20  40  60  80  100  120  140  160  180  200

co
m

pu
ta

tio
n 

tim
e 

(s
ec

)

k

computation time for pi_a(k) and pi_b(k)

pi_a(k)
pi_b(k)


