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In this research, we have been using arkime as a packet measurement platform
for detecting lateral movement in the campus network and monitoring internal communications. Our
University has a firewall on campus, and when its performance degraded, we succeeded in finding the
bottleneck point of the firewall by combining the packet capture using arkime and the interface
information of the firewall. . These results clearly show that anomaly detection in internal
communication is not only based on packet capture, but also on the combination of information from
other network devices, which is very important.
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packet == 1 &&

ip.protocol == tcp && ip.src I= XXX.XXX.0.0/16 && ip.dst I= XXX.XXX.0.0/16
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% curl --anyauth ‘ http://[arkime viewer ID]:[arkime viewer @[arkime
viewer server  1P]:8005/sessions.json’

[yutaka-n@arkime-t ~]$ curl —-anyauth 'http://admin:secnw20I4@localhost:8005/session. json
<IDOCTYPE html><html><head><base href="/"><meta charset=ut name=referrer eferrer><neta nam
ent="H2EyNnQ20GY tMTFiNS000D LKLTKSYWQtMTouNWVhYjMuN2Mz"><Link rel=stylesheet hr css/f

MTFiNS000D LKLTKSYWQtMTowNWVhYjMwN2Mz">const TITLE_CONFIG = ‘opensearch - _page_ _-view_ _-expression_';

const FOOTER_CONFIG = 'Arkime v5.1.2 | &lt;a href=&quot;https://arkime.comiquot;&gt;arkine. con&lt;/asgt; | {{ responseTime | commaString }}ms'
const DEMO_MODE = false;

const VERSION = '5.1.2';
const PATH = '/
const MULTIVIEWER = false:
const HASUSERSES = fals
const HUNTWARN = 100000;
const HUNTLIMIT = 10000000;

const ANONYMOUS_MODE = false;
const BUSINESS_DAY_START = false;
const BUSINESS_DAY_END = false;
const BUSINESS_DAYS = '1,2,3,4,5';

iewport content="width=device-width,initial-scaly
.min.css><titlesArkime</title><link rel=stylesheet href=

<meta property=csp-nonce cont
><script nonce="M2EyNmQ20GYt

const DISABLE_USER_| PAsswonn UL = true;
const LOGOUT_URL = '
cnnst DEFAULT_TIME_RANGE =

nst SPIVIEW_CATEGORY_ORDER = ";</s:ript><s:ri»t defer=defer src=static/js/runtine.el1678ad5ceacccddc3

Link hrefe =static/css/app. 74803567 78.css rel=s y class="default-theme"><div id="ap

uth ‘http://adnin:secnu2014@localhost:8005/sess ons. ]son'

{"data": [(“fxrst?acket" 1716338215964, " rootId"

0000, "port":5353,"ip

(“packets" 10000

rkime-t",

js></script><script def
" data-server-rendere

=defer src=static/js/app.748035673cc58bS3c878. js></script><
true"></div></body></htnl>[yutaka-n@arkime-t ~]$ curl --anya
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[1] https://arkime.com/
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