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I conducted a research project to develop a practical exercise system using

a virtual machine to support the learning of SQL and NoSQL injection countermeasures for Web
applications. This system enables learners to practice practical security countermeasures safely and
easily. Furthermore, the learner can perform both countermeasure exercises and attack exercises by
himself/herself.

In this project, | implemented the countermeasure and attack practice functions for SQL injection
and NoSQL injection as planned. In addition, | have integrated the previously developed exercise
functions for DoS attacks, ARP Spoofing attacks, and others. This system enables the implementation
of practical security exercises.
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