2021 2022

Acquiring Resistance against Threats of Information Leakage due to Intentional
Electromagnetic Irradiation Exposure to Electronic Devices

Hayashi, Yuichi

5,000,000

IC

This study developed a fast, accurate method to measure information leakage
from intentionally emitted electromagnetic waves, identifying threat-targeted devices. By tracking
and visualizing high-resolution time series of leaked waves, we determined leakage sources,
propagation paths, and participating antenna elements, thus elucidating leakage mechanisms and
involved physical structures. This knowledge informed a leakage model for advanced leakage
prediction during design stages. Moreover, altering the equipment®s electromagnetic environment via

EMC countermeasures and environment control demonstrated the feasibility of resisting information
leak threats by intentional electromagnetic interference.
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