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In this study, we aimed to enhance the security of small devices connected
to the Internet (loT devices) and produced results concerning measures to protect information
safely. Specifically, we evaluated the safety of AES encryption circuits designed using high-level
synthesis technology, which automatically converts programming languages such as C and C++ into
digital circuits. Furthermore, we extended and applied shuffling technology, which randomizes the
order of functions within the round function during encryption, on AES operations performed on CPUs.

This method processes information in an unpredictable order, making it more difficult for attackers
to decrypt the encryption keys.
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