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The development of quantum computation casts serious threats to the security of mo

st existing public-key cryptosystems. Cryptosystems that are secure against quantum attacks and can be run
on traditional computers are desirable and known as post-quantum cryptosystems. On the other hand, public
cloud storage service provides several benefits, including availability (being able to access data from a
nywhere) and reliability, at a relatively low cost. An adoptable cloud storage service should aim to achie
ve the best of both worlds by providing the security of a private cloud and the functionality of a public

cloud.
We investigated cryptographic technologies with long-term usability on the following two issues: Post-Quan
tum Cryptography (Lattice-based cryptography and non-commutative cryptography) and Practical Cryptography

for Cloud Security (proxy re-encryption, threshold encryption, secret sharing scheme, and position authent
ication using homomorphic encryption, etc.).
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