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In this research, we proposed a new operating system technology to implement a
defense-in-depth strategy to information systems, which is based on a strict and secure access control
mechanism achieved by the cooperation between applications and its infrastructure. Specifically, the main
achievements of this research are followings; i) a proposal of a mechanism that gives the minimum access
rights dynamically in consideration of the execution status of applications, ii) its robust
implementation, and iii) a proposal of a simple and clear policy description language and its management
system to make the implementation fit for practical use. The key feature of the research is to solve the
problem of general operating systems in terms of insufficiency of compartment function caused by its
coarse-grained access control systems, while it can solve the problem of MAC operating systems in terms
of impracticality caused by its fine-grained access control systems, at the same time.
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